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Abstract
Autonomous Driving Systems (ADS) can fail when they encounter
inputs that differ from their training data, known as out-of-
distribution (OOD) conditions. Such OOD inputs lead ADS to make
incorrect driving decisions, resulting in serious safety risks. Reli-
able OOD detection is therefore essential for enhancing system
robustness and preventing hazardous behavior. However, existing
literature in the autonomous driving field examines a relatively
narrow scope of OOD detectors (e.g., reconstruction-based only)
under limited OOD conditions.

To address these limitations, we present a unified benchmark that
evaluates nine widely used OOD detectors on both simulated and
real-world driving images. Specifically, we assess detectors from
four families: reconstruction-based, density-based, distance-based,
and Generative Adversarial Network (GAN)-based. To examine gen-
eralization ability, we propose an automated evaluation pipeline
with statistical analysis that evaluates OOD detectors by automati-
cally generating OOD samples (three weather transformations and
four adversarial attacks) and assessing them based on both effec-
tiveness (AUC-ROC, AUC-PR, F1 scores at five threshold values)
and efficiency (inference time).

Our experiments reveal that distance-based detectors consis-
tently deliver the highest overall performance and robustness across
datasets and all OOD scenarios, followed closely by density-based
detectors. In contrast, reconstruction-based and GAN-based meth-
ods exhibit greater performance fluctuations and reduced reliability
under adversarial and complex perturbations. These findings sug-
gest that OOD detection in autonomous driving benefits most from
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methods that leverage feature-space distance or probabilistic den-
sity estimation, as they capture intrinsic data distribution properties
more effectively.

Overall, our work guides the selection of OOD detectors for
real-world ADS deployment and emphasizes the importance of
robustness, generalization, and inference efficiency. Our implemen-
tation is available at this link.
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ging.

Keywords
out-of-distribution detection, autonomous driving, software testing,
benchmarking, machine learning systems.

ACM Reference Format:
Xiangyu Li, Jingyu Zhang, Jacky Keung, Xiaoxue Ma, and Yihan Liao. 2026.
A Unified Benchmark for Out-of-Distribution Detection for Autonomous
Driving Systems. In 7th ACM/IEEE International Conference on Automation
of Software Test (AST ’26), April 13–14, 2026, Rio de Janeiro, Brazil. ACM,
New York, NY, USA, 12 pages. https://doi.org/10.1145/3793654.3793758

1 Introduction
Autonomous driving systems (ADS) are widely expected to enhance
road safety, reduce traffic congestion, and extend mobility to un-
derserved populations [26, 44]. A remarkable proportion of ADS
relies on autonomous driving models to understand the vehicle sur-
roundings and propose corresponding driving decisions [3, 6, 13].
Most autonomous driving models are trained under various sce-
narios to ensure the model generalization [8, 10, 38]. However, in
deployment, these models must handle a much broader range of
environmental and adversarial image transformations. Inputs under
adverse weather conditions, varying brightness, or adversarial per-
turbations may deviate significantly from the training distribution.
Without awareness of such distribution shifts, models may produce
unreliable predictions, such as a remarkable derivation of steering
angle from the model’s normal output that can cause serious safety
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concerns and risks [4, 5, 12, 17, 18]. As such, detecting OOD inputs
becomes a crucial safeguard mechanism. Prompt OOD detection
could raise the software reliability by catching inputs the model
was never trained for, and preventing silent data-driven faults that
ordinary code tests miss. When OOD conditions appear, OOD de-
tectors can inform the ADS to propose a protection strategy, either
by issuing warnings, reducing control authority, or engaging fall-
back systems to reduce the risk caused by OOD conditions. OOD
detectors continuously check incoming data, which could reduce
potential ADS failure and safeguard the stability and reliability of
ADS.

In software testing fields, tests can be classified into different
categories according to test goal, such as functional tests used to
verify the system’s functionality, and non-functional tests that eval-
uate the performance-related aspects, like latency, reliability. Our
study acts as a robustness test [1] to evaluate how detectors behave
under distributional shift, rare events, and unexpected inputs. OOD
detection test reveals the limitations of current OOD detectors and
contributes to designing more robust architectures.

Due to the variation of OOD scenarios, a massive number of
OOD detection techniques have been proposed in prior studies.
Most OOD detectors were developed for a specific type of OOD
scenario, such as Pinggera et al. [30] proposed an algorithm that
was designed to identify small obstacles as the OOD factor, and
SelfOracle [36] was designed to identify adverse weather images.
Other studies mainly focus on detecting OOD images on multiclass
classification tasks, where OOD images are defined as images not in
the current category or class, like Peng et al. [29] and Ruff et al. [31]
proposed OOD detectors on MNIST [15] and CIFAR [24] datasets
for identifying whether samples are placed in the correct class.
However, OOD conditions in autonomous driving fields are greatly
different from traditional classification datasets. Most ADS require
selecting OOD detectors with great robustness that could identify
various OOD conditions at a fast speed in real-time autonomous
driving scenarios.

To summarize OOD detectors’ features and capabilities, Yang
et al. [48] define three OOD detection families in their paper:
reconstruction-based, density-based, and distance-based. We added
GAN-based as a fourth family in our study, which was first in-
troduced by Zenati et al. [49], where they found that GAN-based
models could show state-of-the-art results in the OOD detection
scenario. The family of each detector is defined based on the de-
tector’s mechanism for determining OOD samples. Specifically,
reconstruction-based family reconstructs the input sample and uses
the reconstruction loss to determine OOD samples, detectors in
the density-based and distance-based families detect OOD samples
based on the density and distance of features in the latent space, re-
spectively. GAN-based detectors rely on the generative adversarial
network to identify OOD samples.

Stocco et al. [36] have proposed a study to compare different
detectors on handling different weather, luminance, and anomalous
behavior (out-of-road and collision) images collected by a camera in
the center of a vehicle. Hussain et al. [21] extended SelfOracle [36]
to further consider the strategy when an OOD situation happens.
However, their detector selection is unbalanced (4 reconstruction-
based, 1 distance-based). Also, they did not consider the detectors’
performance in detecting adversarial attacked images.

Therefore, ensuring the system’s reliability in handling excep-
tional situations is a key challenge in the validation of ADS. Tra-
ditional software testing techniques assume deterministic logic,
whereas modern perception modules rely on learned models that
may fail silently under unforeseen inputs. In this paper, we present
a validation framework that treats OOD detection as a software
testing problem. Using our constructed automated standardized
test pipeline, we design experiments to evaluate the performance
and explore characteristics of detectors and their corresponding
family. Our pipeline only requires InD driving images as input
and it can automatically generate test samples from various OOD
conditions and provide a comprehensive quantitative analyze of
detectors OOD detection ability.

Compared with previous studies, we applied adversarial attacks
on the evaluation dataset to assess the detectors’ ability to identify
adversarial-attacked images. We also included GAN-based OOD
detectors in our comparison that are commonly used in general
OOD detection tasks. OOD detectors were trained on the InD im-
ages in an unsupervised manner and were tested on the test dataset
that contains both InD and OOD images. Our contributions are
summarized as follows:

• We design an automated model-independent evaluation
pipeline and apply it to nine widely used OOD detectors
drawn from the four major families: reconstruction-based,
density-based, distance-based, and GAN-based, so that ev-
ery method is trained and tested under identical pre- and
post-processing, permitting a genuinely fair cross-family
comparison. Our pipeline can be deployed as an automated
tool to generate OOD samples and help evaluate the accuracy
and robustness of the target detector.

• We create a large test dataset that covers normal images,
weather-transformed images, black-box adversarial-attacked
images, and white-box adversarial-attacked images collected
from both the driving simulator and real-world scenarios.
Due to the large number of OOD images and scenarios in-
cluded in the test dataset, the findings of testing OOD detec-
tors on the test dataset can be extended to a more general
domain.

• We reveal that distance-based detectors perform best overall
for OOD detection due to strong separability and stability,
while density-based detectors show compatible robustness.
However, reconstruction-based and GAN-based detectors
show serious volatility under various OOD scenarios.

2 Related Work
2.1 OOD Data
OOD data broadly denotes inputs whose statistics deviate meaning-
fully from those seen during training. In the field of autonomous
driving, prior work has explored weather-induced shifts in CARLA
[16]. Pinggera et al. [30] have proposed the Lost & Found dataset
that includes both static and moving on-road obstacles as OOD
factors. Stocco et al. [36] were the first to improve the Udacity Sim-
ulator by introducing multiple environment factors to the simulator,
such as weather, day/night, and terrain. This improvement enriches
the diversity of the collected driving images and contributes to
testing the robustness of OOD detectors.
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Several studies have involved adversarial-attacked data as OOD
data. Li et al. [45] implemented white-box, grey-box, and black-box
to assess the adversarial robustness, domain generalization, and
dataset biases. Zhao et al. [52] examined the impact of adversarial
perturbations and assessed defense approaches. However, previous
work mainly focuses on a specific type of OOD detectors with
limited OOD conditions. Studies on adversarial attacks, like the
work proposed by Zhao et al. [52], explicitly state the effects of
each adversarial attack, which lack generalization in selecting OOD
defense approaches. OOD defense approach refers to reducing the
effects on ADS caused by OOD images. Common OOD defense
approaches are like training the model with adversarial processed
images, and denoising the input images. Our work demonstrates a
more robust result with a broader view of OOD detector approaches.

2.2 Autonomous Driving Systems
Pure-vision end-to-end ADS has developed into various structures
in recent years. Pure-vision end-to-end ADSmeans models only use
images to make driving decisions and directly control the vehicle.
The models within this scope mainly take one or more images from
the center or side cameras of vehicles as input to predict vehicle
control variables such as steering angles, throttle, or accelerations.
DAVE-2 [6] pioneered this line by coupling a lightweight proposal
head with an attribute-prediction branch, learning generic road
semantics while jointly regressing steering commands. Epoch [41]
retains the same principle. The convolutional feature extraction,
followed by dense steering layers, streamlines training with a single
continuous loss. Latent work expanded prior models by adjusting
training steps or adding transformer blocks to improve the robust-
ness and precision. ChauffeurNet [3] adds command-conditional
branches and imitation learning, CILRS [13] injects route instruc-
tions to improve intersection handling, and LBC [11] defines a
privileged teacher to teach the purely vision-based agent and en-
hance the performance. We implemented the ADS to help generate
adversarial-attacked images and assessed the attack strength.

2.3 OOD Detection Approach
We classified OOD detectors into four categories based on Yang
et al.’s [48] and Zenati et al.’s study [49]: reconstruction-based,
density-based, distance-based, and GAN-based.

Simple Autoencoder (SAE) is the simplest reconstruction-based
detector to identify OOD images. An advanced reconstruction-
based OOD detector, VAE proposed by Kingma &Welling use latent
likelihood to flag OOD data on top of that. Laakom et al. [25] have
proposed a Convolution Autoencoder, which is trained to recon-
struct positive input and learning representations on a multimodal
macroinvertebrate image classification dataset. Siddalingappa et
al. [34] also combined convolutional neural networks with autoen-
coders to identify CT scan images in the medical field.

Density-based detectors are frequently used for classification
tasks. Erdil et al. have proposed a task-agnostic KDE[19] on the tra-
ditional multiclass image classification task. Scrucca et al. proposed
the entropy-based GMM[33] to identify OOD on both simulated
and real-world datasets under significant noise effects. Peng et al.
[29] provided an unbiased tractable estimator using the Monte

Carlo-based importance sampling technique to detect OOD images
on CIFAR-100 [24] and ImageNet-1K[14].

In terms of distance-based detectors, Deep Support Vector Data
Description [40] involves a deep neural network that extracts fea-
tures and helps to detect OOD data. It shows an impressive result on
MNIST [15] and CIFAR-10. Papernot et al. exploited the structure of
deep learning and introduced the Deep K-Nearest Neighbor (Deep-
KNN) that combines neighbors with representations of learned
data and separates them according to distance. They evaluate the
method on multiclass classification datasets. Zhang et al. [50] pro-
posed the DeepRoad OOD detector that involves VGG [35] and
Principal Component Analysis(PCA) for detecting OOD images in
the autonomous driving field. For GAN-based detectors, Schlegl
et al.’s AnoGAN[32] measures reconstruction error in GAN latent
space, its encoder variant (F-AnoGAN) accelerates the prediction
process. Wolleb et al. [46] proposed DeScarGAN learns jointly from
both normal and anomalous images in the training step to distin-
guish chest X-ray images. Akcay et al. [2] proposed Ganomaly,
which learn knowledge from high-dimensional space and inference
on the latent space with two encoders.

Transform-based detectors are also used to detect OOD condi-
tions like Koner et al. [23]. But due to the increase in the model’s
complexity and a large demand for computational resources, they
are not widely leveraged as a part of ADS to detect OOD in real-time
cases. In this paper, we have implemented several detectors within
each family to evaluate the detectors themselves and summarize
general findings that can be applied to the entire detector family.
Our selected OOD detectors are explicitly described in Section 3.3.

2.4 OOD Detection Benchmarks
OOD detection is a long-standing topic that has been explored in
different fields. OpenOOD is a benchmark for general OOD detec-
tion proposed by Yang et al. [47]. It includes common image datasets
like CIFAR-10, CIFAR-100, and ImageNet-1k, but lacks resources for
OOD detection in the autonomous driving field. Other benchmarks
like COCO-O proposed byMao et al. [28] mainly focus on the nature
distribution shift of OOD data, while in the autonomous driving
scenario, OOD conditions are more complicated. Benchmarks on
the autonomous driving case may lack the variation of the OOD
condition, like the “SegmentMeIfYouCan" benchmark proposed by
Chan et al. [9] concentrate on using the segmentation strategies to
detect unseen objects and road obstacles.

Compared with previous benchmarks, our study broadened the
OOD conditions (weather-transformed and adversarial-attacked)
and the driving scenario (driving simulator and real-world) to en-
able a more comprehensive and realistic validation of detectors’
robustness and enhance the test coverage to provide stronger evi-
dence of the system’s reliability under non-nominal, safety-critical
conditions.

3 Study Design
3.1 Overview
The study follows a three-stage pipeline represented in the Figure 1:
OOD dataset construction, OOD detection, and Evaluation. In stage
1 (red), we construct evaluation sets with two main OOD scenar-
ios: weather-transformed and adversarial-attacked scenarios. The
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former contains images under fog, rain, and snow conditions. The
adversarial-attacked scenario perturbs the InD images with black-
box and white-box attacks. Stage 2 (green) is our main assessment
process that tests OOD detectors on the generated OOD dataset.
Each OOD dataset (each dataset contains one type of OOD image)
is separately scored on detectors from our defined families: density-
based, distance-based, reconstruction-based, and GAN-based. An
adaptive threshold 𝜏 defines InD and OOD images from OOD pre-
dictions generated from the OOD detectors training stage. Stage 3
(blue) evaluates the OOD detectors in terms of effectiveness and ef-
ficiency. This unified pipeline enables a fair, end-to-end comparison
of detectors across both weather and adversarial attack conditions.

3.2 OOD Dataset Construction
3.2.1 Weather Transformation. We adopt three weather transfor-
mations to construct the unexpected driving condition. Specifically,
we implement rain, snow, and fog effects. For the implementation
details, please refer to Section 4.2. Examples of weather-transformed
images are shown in Figure 2.

3.2.2 Adversarial Attack. To study OOD detectors’ sensitivity to
different adversarial attack techniques and to observe whether
the category of attack techniques affects the performance of OOD
detectors, we implemented two white-box attack techniques and
two black-box attack techniques in our study. An equal number of
attack techniques under two common test categories can reduce the
test bias.White-box attacks in themachine learning field assume the
knowledge of the network [51]. For the white-box attack technique,
we provide the gradient and the loss collected in the training stage.

For white-box adversarial attack techniques, we chose a very
efficient attack strategy: FGSM[20], which only needs the input
gradient with a single back propagation step. Adversarial perturba-
tions can be directly added to the image. We also chose an enhanced
attack technique, PGD[27], that iterates the attack step multiple
times to maximize the model’s loss. We adopted Salt and Pepper
Noise (SP) [22] and Simultaneous Perturbation Stochastic Approxi-
mation (SPSA) [43] as our black-box adversarial attack. SP benefits
from its simplicity, which does not require querying the model.
SPSA is a stronger and effective gradient-free method. It applies
attacks with a strategic search on the input space instead of random
noise.

Fast Gradient Sign Method [20] (FGSM) perturbs images in
the direction that maximally increases the model’s loss, causing
model failure on predictions. It directly adds perturbation to images,
affecting the model’s prediction based on gradient loss.

Projected Gradient Descent [27] (PGD) is an iterative, white-
box adversarial-attack method that refines the one-step FGSM ap-
proach into a multi-step optimization routine. Starting from the
original image. PGD repeatedly affects the input in the direction
of the loss gradient, taking small steps of size 𝛼 that maximize the
model’s classification loss.

Salt and Pepper Noise [22] (SP) is a simple, black-box adver-
sarial attack technique used in adversarial robustness testing. It
randomly alters a fixed proportion of image pixels by setting them
to the minimum or maximum possible value, simulating impulse
noise.

Simultaneous Perturbation Stochastic Approximation [43]
(SPSA) is a query-efficient, gradient-free black-box adversarial at-
tack approach. At every iteration, it requires the two model queries,
independent of the input dimension.

In the Table 1, we denote x as the InD input sample and 𝑦 its true
label. The model parameters are represented by 𝜽 , and L(𝜽 , x, 𝑦) is
the loss function used for training or evaluation. The adversarial
perturbation magnitude is controlled by 𝜖 , defining the maximum
allowable change under an ℓ∞ norm constraint. For iterative attacks
such as PGD,𝛼 is the step size andΠB𝜖 (x) denotes the projection op-
erator that ensures the perturbed sample remains within the 𝜖-ball
centered at x. In the SP attack, 𝐼 (𝑥,𝑦) is the original pixel intensity
at position (𝑥,𝑦), with 𝐼max and 𝐼min indicating the maximum and
minimum intensity values, and 𝑝𝑠 , 𝑝𝑝 being the probabilities of salt
and pepper noise, respectively. For the SPSA attack, 𝑐𝑘 is a small
finite-difference scaling factor, 𝚫𝑘 is a random perturbation vector,
and ĝ𝑘 denotes the stochastic gradient estimate derived from the
difference in losses computed at symmetrically perturbed inputs.

3.3 OOD Detectors
This section elaborates on the OOD detectors implemented in our
study. We described the structure of each detector, as well as the
mathematical mechanism used to distinguish OOD data from InD
data in Table 2. In this section, we defined x(𝑖 ) as the InD image,
x̂(𝑖 ) as the OOD images. For each input image 𝑖 (out of 𝑁 total), we
compute a loss value 𝑙𝑖 for optimizing OOD detectors in the training
process and use it to comparewith threshold 𝜏 to determinewhether
the image is OOD in the inference process. 𝐿 is the average train
loss of the OOD detector obtained as 𝐿 = 1

𝑁

∑𝑁
𝑖=1 𝑙𝑖 in the training

process to optimize the OOD detector and obtain the threshold
𝜏 value according to the proportion rate 𝜀. 𝐿 can be computed in
various ways according to the detector family type. For example,
reconstruction-based detectors compute 𝐿 as the difference between
the input image and the reconstructed image.

We pick 𝜏 according to the 𝐿 where 𝜀 proportion of the images
in the training set have loss exceeding the 𝜏 . Detailed results and
proportion rate are illustrated in Tables 5 and 6. 𝑁 is the number of
input samples, and 𝑖 is the index of the current image. All the OOD
detectors are trained on the InD dataset, and inference on OOD
dataset.

3.3.1 Reconstruction-based Approach. Reconstruction-based meth-
ods train a model to reproduce InD samples, using reconstruction
quality as a measure of normality. During inference, a model recon-
structs input images and computes the reconstruction error, which
serves as the anomaly score. Intuitively, OOD inputs are more chal-
lenging to reconstruct, resulting in higher reconstruction errors.
A Gamma distribution can approximate the distribution of recon-
struction differences. Representative methods include the Simple
Autoencoder (SAE), which learns a deterministic encoder–decoder
mapping for reconstruction, and the Variational Autoencoder
(VAE), which models inputs in a probabilistic latent space using
variational inference to capture uncertainty in reconstruction.

3.3.2 Density-based Approach. Density-based OOD detectors rely
on the estimated probability density of InD data in a latent space.

149



A Unified Benchmark for OOD Detection for ADS AST ’26, April 13–14, 2026, Rio de Janeiro, Brazil

Figure 1: The pipeline for evaluating OOD detectors.

Attack Category Description Formula

FGSM White-box One-step gradient-sign attack that perturbs the input in the direction that maximally increases the loss. xadv = x + 𝜖 · sign(∇xL(𝜽 , x, 𝑦))

PGD White-box Iterative FGSM with projection onto the 𝜖-ball to enforce perturbation bounds. x(𝑡+1) = ΠB𝜖 (x) (x(𝑡 ) + 𝛼 · sign(∇xL(𝜽 , x(𝑡 ) , 𝑦)))

SP Black-box Randomly replaces pixels with 𝐼max or 𝐼min with probabilities 𝑝𝑠 , 𝑝𝑝 . 𝐼 ′ (𝑥,𝑦) =


𝐼max, w.p. 𝑝𝑠
𝐼min, w.p. 𝑝𝑝
𝐼 (𝑥,𝑦), w.p. 1 − 𝑝𝑠 − 𝑝𝑝

SPSA Black-box Gradient-free method estimating gradients by finite differences over random perturbations. ĝ𝑘 =
L(x𝑘+𝑐𝑘𝚫𝑘 )−L(x𝑘−𝑐𝑘𝚫𝑘 )

2𝑐𝑘 𝚫
−1
𝑘

Table 1: Summary of adversarial attack methods.

OOD Detector Category Description Formula Classification

SAE Reconstruction-
based

Learns a low-dimensional representation
and reconstructs the input; large
reconstruction error indicates OOD.

LSAE = 1
𝑁

∑𝑁
𝑖=1 ∥𝑥 (𝑖 ) − 𝑥 (𝑖 ) ∥2, 𝑥 (𝑖 ) =

𝐷 (𝐸 (𝑥 (𝑖 ) ))
𝑠 (x) > 𝜏 ⇒ OOD,
𝑠 (x) < 𝜏 ⇒ InD.

VAE Reconstruction-
based

Variational autoencoder estimating data
likelihood via ELBO; lower likelihood
implies OOD.

LVAE (x) =
E𝑞𝜙 (z |x) [log 𝑝𝜃 (x|z)] −𝐷KL (𝑞𝜙 (z|x)∥𝑝 (z))

−ELBO(x) > 𝜏 ⇒ OOD,
< 𝜏 ⇒ InD.

KDE Density-based Estimates input density using kernel
smoothing; samples with low density are
OOD.

𝑝 (x) = 1
𝑁ℎ𝑑

∑𝑁
𝑗=1 𝐾

(
x−x( 𝑗 )
ℎ

)
,

𝐾 (𝑢) = 1
(2𝜋 )𝑑/2 𝑒

−∥𝑢 ∥2/2
− log 𝑝 (x) > 𝜏 ⇒ OOD,

< 𝜏 ⇒ InD.

GMM Density-based Fits a Gaussian mixture in feature space;
low mixture likelihood signals OOD.

𝑝 (x) = ∑𝐾
𝑘=1 𝜋𝑘 N(x | 𝝁𝑘 , 𝚺𝑘 ) − log 𝑝 (x) > 𝜏 ⇒ OOD,

< 𝜏 ⇒ InD.

DeepKNN Distance-based Computes average feature distance to 𝑘
nearest training samples; large distances
imply OOD.

𝑠 (x) = 1
𝑘

∑𝑘
𝑗=1 ∥𝜙 (x) − NN𝑗 (𝜙 (x))∥ 𝑠 (x) > 𝜏 ⇒ OOD, < 𝜏 ⇒

InD.

DeepSVDD Distance-based Learns a hypersphere in feature space;
samples far from the center are OOD.

LDeepSVDD = 1
𝑁

∑𝑁
𝑖=1 ∥𝜙 (x(𝑖 ) ;𝑊 ) − c∥2 ∥𝜙 (x;𝑊 ) − c∥2 > 𝜏 ⇒

OOD, < 𝜏 ⇒ InD.

DeepRoad Distance-based Measures minimal distance to manifold
prototypes (e.g., road/weather scenes);
large distance→ OOD.

𝑠 (x) = min𝑖=1,...,𝑚 minu∈T ∥f𝑖 − u∥2 𝑠 (x) > 𝜏 ⇒ OOD, < 𝜏 ⇒
InD.

FAnoGAN GAN-based Uses a generator and feature extractor to
measure reconstruction and feature
discrepancies.

𝑙AnoGAN (x) =
∥x −𝐺 (𝑧∗)∥ + 𝜆∥ 𝑓 (x) − 𝑓 (𝐺 (𝑧∗))∥

𝑙AnoGAN (x) > 𝜏 ⇒ OOD,
< 𝜏 ⇒ InD.

Ganomaly GAN-based Combines adversarial, reconstruction, and
latent consistency losses for anomaly
detection.

LGanomaly = 𝜆advLadv + 𝜆con∥x − x̂∥1 +
𝜆lat∥𝑧 − 𝑧∥1, 𝑠 (x) = ∥𝑧 − 𝑧∥1

𝑠 (x) > 𝜏 ⇒ OOD, < 𝜏 ⇒
InD.

Table 2: Summary of OOD detectors.

These methods typically extract deep features using a pretrained en-
coder (e.g., ResNet) and fit a statistical density model to them. At in-
ference, low likelihood or density indicates that a sample lies outside

the high-density region of InD data. Kernel Density Estimation
(KDE) estimates the data distribution non-parametrically using
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(a) 𝑁𝑜𝑟𝑚𝑎𝑙1 (b) 𝐹𝑜𝑔1 (c) 𝑅𝑎𝑖𝑛1 (d) 𝑆𝑛𝑜𝑤1

(e) 𝐹𝐺𝑆𝑀1 (f) 𝑃𝐺𝐷1 (g) 𝑆𝑃1 (h) 𝑆𝑃𝑆𝐴1

(i) 𝑁𝑜𝑟𝑚𝑎𝑙2 (j) 𝐹𝑜𝑔2 (k) 𝑅𝑎𝑖𝑛2 (l) 𝑆𝑛𝑜𝑤2

(m) 𝐹𝐺𝑆𝑀2 (n) 𝑃𝐺𝐷2 (o) 𝑆𝑃2 (p) 𝑆𝑃𝑆𝐴2

Figure 2: Sample images in the evaluation datasets (1 Udacity
dataset, 2 Dave dataset.)

kernel functions, while the Gaussian Mixture Model (GMM) as-
sumes a mixture of Gaussian components, providing a parametric
estimate of the feature-space density. Both methods compute an
anomaly score based on the (negative) log-likelihood of the input
feature.

3.3.3 Distance-based Approach. Distance-based methods measure
how far a test sample’s representation lies from the learned InD fea-
ture region. They assume that InD samples cluster tightly in latent
space, whereas OOD samples lie farther away.DeepKNNmeasures
the average distance to the 𝑘 nearest neighbors in the feature space;
smaller distances indicate InD behavior. DeepSVDD maps samples
into a hypersphere by minimizing distances to a learned center,
such that larger deviations indicate OOD. DeepRoad extends this
idea by comparing distances between local patch-level features
and learned manifolds, making it suitable for detecting OOD in
autonomous driving scenarios.

3.3.4 GAN-based Approach. GAN-based methods employ genera-
tive adversarial networks trained only on InD data to model their
distribution implicitly. During inference, the reconstruction or fea-
ture discrepancy between a real sample and its generated counter-
part serves as an anomaly score. FAnoGAN introduces an encoder
into the classic AnoGAN framework, enabling efficient mapping
from image space to latent space and faster inference. Ganomaly
further refines this framework with an encoder–decoder–encoder
architecture that enforces both image and latent consistency, us-
ing adversarial, reconstruction, and latent losses to improve OOD
sensitivity.

3.4 Evaluation Criteria
Wemeasure the performance of OOD detectors in both effectiveness
and efficiency. For effectiveness, we select Area under the Curve
of Receiver Operating Characteristics (AUC-ROC), Area under the
Curve of Precision-Recall (AUC-PR), and F1 scores at five 1 − 𝜀
threshold values (F1@0.99, F1@0.95, F1@0.90, F1@0.80, F1@0.70) as
the evaluation criteria to assess the effectiveness of OOD detectors.

Note that AUC-ROC and AUC-PR are two threshold-independent
metrics. F1-score F1 score is a measure of a classification model’s
accuracy, calculated as the harmonic mean of precision and recall:
𝐹1 = 2𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙 , where 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃
𝑇𝑃+𝐹𝑃 and 𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃
𝑇𝑃+𝐹𝑁 . Note that we denote OOD as positive and InD as negative.
For all criteria, a higher score indicates a higher accuracy. We
also deploy ScottKnott Effect Size Difference (ESD) test [39] to
distribute a statistical analysis on the collected results, shown by
using different cell colors to represent ranks in Table 5 and Table 6.
We leveraged each detector to inference the evaluation dataset 5
times and collected the metrics’ value as samples to perform the
statistical test. To evaluate the efficiency of OOD detectors, we
chose Frames Per Second (FPS) to measure the number of images
the detector can process in one second. Higher FPS indicates a faster
inference speed.

4 Experimental Setup
4.1 Research Questions
This section outlines the research questions investigated in this pa-
per. RQ1. Effectiveness of OOD Detectors Among and Across
Families: This research question studies effectiveness (1) among
families: whether detectors within the same family (for example,
SAE and VAE) show similar effectiveness patterns in detecting
OOD images, and (2) across families: whether detectors of different
families show different patterns. To clarify these, we assess the
effectiveness of nine detectors (across four families) by computing
AUC-ROC, AUC-PR, F1@0.99, F1@0.95, F1@0.90, F1@0.80, and
F1@0.70 across seven OOD conditions (three weather transforma-
tions and four adversarial attacks).

RQ2. Robustness of OOD Detectors Across OOD condi-
tions: This research question evaluates the robustness of each OOD
detector under different OOD conditions. OOD conditions have
been defined into two main scenarios: weather-transformed and
adversarial-attacked. By comparing results from the same detector
under different OOD conditions, we can summarize the behavior
pattern of each detector when facing different OOD scenarios, as
well as the detector’s cross-OOD robustness.

RQ3. Time Efficiency: This research question focuses on the
inference time for each OOD model. It aims to identify the most
time-efficient model that balances accuracy and computational cost,
making it suitable for real-world deployment in autonomous driv-
ing systems. We also want to analyze whether there is a constant
pattern between the precision of the OOD detectors and the infer-
ence speed. We test each detector on an NVIDIA A100 with our
test dataset and measure the FPS. Results that measure the infer-
ence speed are combined with previous precision criteria to make
a convincing OOD detector selection recommendation.

4.2 Datasets and Autonomous Driving Models
We used the the Dave dataset [37] and Udacity dataset [42] in our ex-
periments. The Dave dataset consists of real-world driving images
recorded around Rancho Palos Verdes and San Pedro, California,
and includes approximately 45,000 images under InD conditions
with steering angles as labels. We used 60% of the total images for
training and 40% for evaluation. Since this dataset only contains
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images captured in noraml driving conditions, we implemented the
OOD dataset generation process to automatically generate OOD
samples for evaluation purpose. In this process, We used Albu-
mentations [7] to apply weather transformations—fog, rain, and
snow—to the InD evaluation images, generating 18,228 images for
each weather condition.

The Udacity dataset contains approximately 10,000 images un-
der in-distribution (InD) conditions for training and another 40,000
images under various weather conditions for evaluation, all gen-
erated using the Udacity Driving Simulator. The images were cap-
tured from the vehicle’s center camera, with steering angles and
weather conditions provided as labels. Since Udacity dataset pro-
vides weather labels, so we simply involved images under InD, fog,
rain, and snow conditions (10,421 InD, 10,562 fog, 12,725 rain, and
13,286 snow) as weather-transformed OOD samples in the evalua-
tion dataset.

The evaluation also included testing detectors on adversarial-
attacked images. We applied different adversarial attack methods
to the InD images in the OOD dataset generation process to auto-
matically generate adversarial samples as another part of the eval-
uation set. Black-box attacks (SPSA, SP) were directly applied to
the InD images, whereas white-box attacks (FGSM, PGD) accessed
the gradients of our trained ADS models to generate adversarial
samples. Each adversarial attack technique is described in detail
in Section 3. For OOD detection, we labeled InD images as 0, and
weather-transformed or adversarially attacked images as 1.

For the ADS models used to generate white-box adversarial
samples and measure attack strength, we trained Dave2 [6] and
Epoch [41]. During training, we split the data into 80% for training
and 20% for validation. All images were resized to 320×180 and
normalized to the range [−1, 1]. We adopted the mean squared
error (MSE) as the training loss for both models, defined as

MSE =
1
𝑁

𝑁∑︁
𝑖=1

(
𝑠 (𝑖 ) − 𝑠 (𝑖 )

)2
, (1)

where 𝑁 denotes the batch size, 𝑠 (𝑖 ) is the ground-truth steering
angle for sample 𝑖 , and 𝑠 (𝑖 ) is the predicted steering angle.

The Dave2 model trained on the Dave dataset achieved a training
loss of 451.74 and a validation loss of 929.13. The Epoch model
trained on the Dave dataset achieved a training loss of 18.68 and a
validation loss of 49.04. When trained on the Udacity dataset, the
Dave2 model obtained a training loss of 0.0058 and a validation loss
of 0.023, while the Epoch model achieved a training loss of 0.0147
and a validation loss of 0.0241.

We further evaluated the performance of our trained ADS mod-
els on adversarially attacked images. We calculated the mean and
standard deviation of the MSE loss and summarized the results
in Table 3. These results illustrate the strength of the adversarial
attacks on the ADS models, which should also be considered as an
important factor when evaluating OOD detectors.

4.3 OOD Detectors
We trained OOD detectors on the training dataset in an unsuper-
vised learning manner. The image preprocessing stage involves
resizing images into 160x320 and normalizing them to the range
[-1, 1]. Density-based methods and part of distance-based methods

Model FGSM PGD SPSA SP
𝐷𝑎𝑣𝑒21 0.303 ± 0.216 0.454 ± 0.271 0.153 ± 0.138 0.164 ± 0.147
𝐸𝑝𝑜𝑐ℎ1 0.140 ± 0.146 0.224 ± 0.175 0.103 ± 0.098 0.116 ± 0.110
𝐷𝑎𝑣𝑒22 0.963 ± 0.979 0.969 ± 0.986 0.960 ± 0.970 0.970 ± 0.970
𝐸𝑝𝑜𝑐ℎ2 19.43 ± 27.96 19.28 ± 27.86 22.74 ± 32.36 17.06 ± 25.63

Table 3: Prediction difference (Mean ± Std) of ADS under
various adversarial attacks for each dataset (1 Udacity dataset,
2 Dave dataset).

(DeepKNN, DeepRoad) extract features with a pretrained Resnet or
VGG model and compute the corresponding indicator to identify
OOD images. Detectors are trained to converge.

4.4 Hyperparameters
We listed all the hyperparameters that were used for ADS, adver-
sarial attacks, and OOD detectors. Since these hyperparameters
can affect our final result, we list them to help reproduce our ex-
periment results. The dataset preprocessing step remains identical
for all stages and detectors, which resizes images to 160x320 and
normalizes them to the interval of [-1, 1].

4.4.1 Autonomous Driving Systems. For both our implemented
ADS, we set 1000 as the train epoch, 32 as the batch size, learning
rate as 1e-4, MSE loss, and Adam as the optimizer. We shuffled only
the train set.

4.4.2 Adversarial Attack Techniques. We set 8/255 as the 𝛾 for both
FGSM and PGD, which controls the attack strength. We also set 𝛼
as 0.1 and steps 𝑡 as 40 for the PGD. We set the number of iterations
as 300, the 𝑐 as 0.001, and the 𝛼 as 0.01 for the SPSA. We set the 𝑝
as 0.02, the maximum as 1, and the minimum as -1 for the SP.

4.4.3 OOD Detectors. This section presents the unique parameters
of each OOD detector, as shown in Table 4. For detectors using
PCA, we set the PCA dimension to 50.

Detector Hyperparameters (per model) PCA

SAE Epochs = 50; Adam; lr = 1 × 10−4 No
VAE Epochs = 50; Adam; lr = 1 × 10−4 ; 𝑧-dim = 128 No
KDE 𝑑 = 1 Yes
GMM 𝑁 = 10 Gaussian components Yes
DeepKNN 𝑘 = 50 nearest neighbours Yes
DeepRoad 𝑚 = 1 past frame (time window) Yes
DeepSVDD Epochs = 50; Adam; lr = 1 × 10−4 ; 𝑧-dim = 128; weight-decay

= 5 × 10−7
No

FAnoGAN Epochs = 30; Adam; lr = 2 × 10−4 No
Ganomaly Epochs = 50; Adam; lr = 2 × 10−4 ; 𝜆con = 50; 𝜆lat = 1 No

Table 4: Key training configuration settings for each detector.

5 Results and Analysis
This section demonstrates our experiment results and answers the
research questions proposed in Section 4.1. We listed our results in
tables.

Table 7 calculates the average performance among families to
demonstrate the family effects on OOD detectors. Table 8 mea-
sures the inference time of each detector that could be used to
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summarize the tradeoff between precision and inference time, and
it can determine whether they are suitable for real-time deploy-
ment. Table 5 shows the performance of each OOD detector on the
weather-transformed dataset. This table can be used to evaluate
the ability of detectors to identify OOD under different weather
conditions. Table 6 represents OOD detectors’ performances when
facing adversarial-attacked images, and their ability to separate
these OOD images from the InD images. In the experiment stage,
we generated white-box attack samples with the help of different
ADS (Dave2 and Epoch) and test detectors separately. These results
under the same attack strategy were concatenated in the result
table by averaging them. For example, the AUC-ROC for SAE on
FGSM is computed by averaging the AUC-ROC obtained on samples
generated using FGSM-Dave2 and FGSM-Epoch. Table 7 reports
family-level means (± standard deviation) aggregated across all
detectors and perturbation types.

In Table 5 and 6, we group detectors by family (reconstruc-
tion, density, distance, GAN) and evaluate them under weather-
transformed (fog, rain, snow) and adversarial-attacked (FGSM, PGD,
SPSA, SP) conditions on Udacity and DAVE. Metrics include AUC-
ROC, AUC-PR, and thresholded F1 at 0.70/0.80/0.90/0.95/0.99. Each
cell reports the mean over five runs. To reduce randomness and
enable rank-aware comparisons, we apply the Scott-Knott ESD test
(𝛼 = 0.05) on each metric. We color the top three statistically signif-
icant groups (group 1 darkest purple → group 3 lightest purple). If
there are at least five groups, we bold the fourth group value.

5.1 RQ1. Effectiveness of OOD Detectors Among
and Across Families

Across weather-transformed OOD inputs, distance-based family is
consistently the most effective. DeepKNN produces superior per-
formances across fog, rain, and snow conditions. It retains the top
three statistical groups as the decision threshold tightens, which in-
dicates that nearest-neighbor structure in latent space yields robust
separation at high confidence. Density-based methods rank second
overall, with GMM and KDE frequently entering the top 2 groups,
particularly for high threshold F1 (e.g., F1@0.95 and F1@0.99),
where KDE shows large discrimination on two evaluation datasets.
GAN-based detectors achieve moderate means but display visible
rank volatility, which rarely enters the top 3 groups under rain
and snow conditions. Reconstruction-based detectors are the least
reliable family. Even though SAE and VAE frequently stay in the
top 2 groups on the Udacity dataset, their evaluation metrics were
remarkably low when it came to the real-world Dave dataset, which
contains a more complicated environment.

Under adversarial conditions, the pattern persists but becomes
sharper. Distance-based and density-based detectors dominate the
top groups across all evaluation metrics. There is a clear perfor-
mance gap between distance-based/density-based detectors and
reconstruction-based/GAN-based detectors in terms of F1 score
under higher thresholds.

These observations are corroborated by the family-level means in
Table 7, where the distance-basedmethods achieve the highest AUC-
ROC and AUC-PR andmaintain the strongest F1 sequence from 0.70
through 0.99, while the density-based family remains competitive

with lower variability than GAN-based and reconstruction-based
families.

Inside each family, Detectors shared the same strength and
weakness, like SAE and VAE produce strength results on weather-
transformed samples in the Udacity datset and near-zero metrics in
handling adversarial attack images. There is no clear pattern or con-
stant ranking for detectors inside each family, since the in-family
difference on evaluation metrics is not obvious.

Finding 1:We find that distance-based detectors achieve the
highest overall OOD detection effectiveness, always staying in
the top three groups in statistical test results, combining strong
separability (high AUC) with stability across datasets and OOD
conditions. Density-based detectors provide competitive per-
formance and maintain robustness across both weather trans-
formation and adversarial attacks. GAN-based detectors show
moderate results but with high variance. Reconstruction-based
detectors consistently underperform, highlighting their limited
utility for reliable OOD detection in complex visual domains.

5.2 RQ2. Robustness of OOD Detectors Across
OOD Conditions

Across all OOD settings, detector families exhibit distinct robust-
ness characteristics. Distance-based detectors are the most resilient
and stable under most OOD conditions. Density-based detectors
show the second-highest robustness, though they are more sensi-
tive to adversarial attack conditions than distance-based methods.
GAN-based detectors demonstrate moderate robustness, which
perform consistently among most OOD conditions but show an
extremely low F1@99 score(around 0.02) in some particular cases,
demonstrating their obscure border between InD and OOD sam-
ples. Reconstruction-based detectors are the least robust, as their
reliance on pixel-level reconstruction makes them highly sensitive
to both weather transformation, adversarial perturbations, and the
evaluation datasets.

Among distance-based detectors, DeepKNN achieves top statis-
tical rankings in most OOD conditions, maintaining high AUC and
stable F1 scores even at stricter thresholds such as F1@0.95 and
F1@0.99, which implies nearest-neighbor relations in latent space
remain unaffected by most OOD conditions. DeepRoad also reveals
a similar pattern, while DeepSVDD produces weaker results. In
the density-based family, GMM and KDE demonstrate comparable
robustness under OOD conditions and show strong performances
under white-box adversarial attack conditions, which suggests that
adversarial attack type may cause fluctuation in their detection
ability.

GAN-based detectors show acceptable stability in weather-
transformed and adversarial-attacked datasets produced by Udacity
Simulator, yet their performance becomes highly degraded and in-
consistent in real-world complex conditions (Dave dataset), where
F1@0.99 can fall close to zero. This indicates sample collection
domain can largely affect the performance of GAN-based detectors.
Finally, reconstruction-based detectors are affected the earliest and
most severely across both weather and adversarial conditions. SAE
and VAE show acceptable results only on weather-transformed
samples from the Udacity dataset, while lagging in other conditions.
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Family Model Fog Rain Snow

AUC_R AUC_P F1@70 F1@80 F1@90 F1@95 F1@99 AUC_R AUC_P F1@70 F1@80 F1@90 F1@95 F1@99 AUC_R AUC_P F1@70 F1@80 F1@90 F1@95 F1@99

Reconstruction SAE 0.56 0.57 0.46 0.43 0.34 0.24 0.06 0.99 0.99 0.86 0.90 0.93 0.96 0.90 0.99 0.99 0.87 0.90 0.93 0.97 0.96
Reconstruction VAE 0.97 0.97 0.83 0.85 0.90 0.89 0.83 0.93 0.94 0.86 0.86 0.85 0.84 0.69 0.98 0.98 0.86 0.88 0.93 0.94 0.86
Density GMM 0.92 0.81 0.76 0.80 0.85 0.89 0.92 0.93 0.87 0.79 0.83 0.87 0.91 0.94 0.94 0.90 0.80 0.83 0.88 0.91 0.95
Density KDE 0.68 0.68 0.67 0.67 0.66 0.58 0.60 0.67 0.72 0.71 0.71 0.67 0.58 0.62 0.70 0.75 0.72 0.72 0.71 0.63 0.63
Distance DeepKNN 0.90 0.78 0.82 0.86 0.89 0.89 0.76 0.92 0.82 0.85 0.88 0.91 0.93 0.90 0.94 0.87 0.85 0.88 0.92 0.94 0.96
Distance DeepRoad 0.86 0.74 0.74 0.76 0.80 0.83 0.83 0.86 0.78 0.78 0.80 0.83 0.85 0.84 0.92 0.83 0.79 0.81 0.85 0.88 0.93
Distance DeepSVDD 0.89 0.76 0.71 0.74 0.80 0.84 0.87 0.99 0.99 0.72 0.75 0.79 0.84 0.92 0.98 0.98 0.74 0.75 0.80 0.84 0.93
GAN FAnoGAN 0.96 0.96 0.69 0.73 0.78 0.83 0.87 0.85 0.77 0.73 0.77 0.80 0.85 0.86 0.90 0.84 0.74 0.77 0.81 0.86 0.91
GAN Ganomaly 0.96 0.94 0.67 0.69 0.73 0.79 0.85 0.90 0.83 0.72 0.73 0.76 0.82 0.87 0.92 0.84 0.72 0.74 0.77 0.83 0.88

(a) Evaluation result on Udacity Dataset.

Family Model Fog Rain Snow

AUC_R AUC_P F1@70 F1@80 F1@90 F1@95 F1@99 AUC_R AUC_P F1@70 F1@80 F1@90 F1@95 F1@99 AUC_R AUC_P F1@70 F1@80 F1@90 F1@95 F1@99

Reconstruction SAE 0.50 0.50 0.35 0.26 0.16 0.10 0.03 0.35 0.40 0.14 0.09 0.04 0.02 0.00 0.17 0.34 0.09 0.07 0.04 0.02 0.01
Reconstruction VAE 0.50 0.50 0.35 0.26 0.18 0.12 0.05 0.15 0.33 0.06 0.04 0.02 0.00 0.00 0.25 0.37 0.14 0.10 0.06 0.04 0.01
Density GMM 0.50 0.50 0.39 0.31 0.19 0.11 0.03 1.00 1.00 0.86 0.90 0.95 0.97 0.98 0.78 0.79 0.72 0.69 0.61 0.50 0.27
Density KDE 0.52 0.51 0.67 0.66 0.52 0.34 0.10 0.89 0.90 0.67 0.67 0.80 0.77 0.70 0.85 0.84 0.67 0.67 0.79 0.71 0.61
Distance DeepKNN 0.50 0.50 0.37 0.28 0.17 0.09 0.02 1.00 1.00 0.87 0.91 0.95 0.97 0.99 0.67 0.63 0.59 0.50 0.32 0.17 0.04
Distance DeepRoad 0.52 0.52 0.67 0.66 0.52 0.34 0.10 0.89 0.90 0.67 0.67 0.80 0.77 0.70 0.85 0.85 0.67 0.67 0.79 0.71 0.60
Distance DeepSVDD 0.50 0.50 0.39 0.31 0.19 0.11 0.02 0.96 0.93 0.84 0.88 0.90 0.88 0.52 0.77 0.73 0.70 0.67 0.57 0.43 0.06
GAN FAnoGAN 0.50 0.50 0.39 0.32 0.21 0.13 0.04 0.77 0.65 0.76 0.61 0.34 0.14 0.01 0.68 0.60 0.58 0.45 0.29 0.16 0.04
GAN Ganomaly 0.50 0.50 0.47 0.39 0.26 0.14 0.03 0.57 0.50 0.52 0.35 0.17 0.07 0.00 0.66 0.60 0.65 0.54 0.37 0.22 0.02

(b) Evaluation result on Dave Dataset.

Table 5: The prediction on OOD images for each OOD detector under the weather-transformed (fog, rain, snow) datasets.

Family Model FGSM PGD SPSA SP

AUC_RAUC_PF1@70F1@80F1@90F1@95F1@99AUC_RAUC_PF1@70F1@80F1@90F1@95F1@99AUC_RAUC_PF1@70F1@80F1@90F1@95F1@99AUC_RAUC_PF1@70F1@80F1@90F1@95F1@99

ReconstructionSAE 0.52 0.52 0.46 0.37 0.27 0.12 0.03 0.45 0.46 0.38 0.31 0.16 0.08 0.02 0.69 0.66 0.59 0.58 0.44 0.34 0.07 0.78 0.82 0.69 0.70 0.71 0.72 0.56
ReconstructionVAE 0.52 0.51 0.46 0.41 0.27 0.21 0.05 0.44 0.46 0.40 0.29 0.22 0.17 0.03 0.63 0.61 0.56 0.49 0.45 0.29 0.16 0.73 0.77 0.66 0.67 0.68 0.61 0.48
Density GMM 0.78 0.70 0.70 0.72 0.75 0.76 0.72 0.83 0.72 0.75 0.78 0.81 0.80 0.66 0.93 0.85 0.76 0.80 0.85 0.89 0.94 0.79 0.78 0.69 0.71 0.73 0.76 0.79
Density KDE 0.61 0.62 0.67 0.67 0.62 0.53 0.53 0.61 0.60 0.67 0.66 0.61 0.54 0.52 0.70 0.70 0.67 0.67 0.67 0.60 0.60 0.70 0.73 0.66 0.67 0.68 0.68 0.54
Distance DeepKNN 0.77 0.71 0.73 0.75 0.75 0.72 0.48 0.81 0.70 0.79 0.79 0.73 0.63 0.34 0.93 0.85 0.82 0.86 0.89 0.92 0.95 0.81 0.86 0.71 0.74 0.76 0.78 0.80
Distance DeepRoad 0.73 0.64 0.70 0.71 0.72 0.71 0.60 0.69 0.61 0.70 0.70 0.69 0.65 0.51 0.93 0.82 0.74 0.77 0.81 0.86 0.91 0.78 0.71 0.69 0.69 0.71 0.73 0.76
Distance DeepSVDD 0.63 0.58 0.67 0.66 0.63 0.58 0.39 0.54 0.51 0.63 0.60 0.55 0.49 0.24 0.96 0.95 0.71 0.74 0.80 0.85 0.93 0.81 0.87 0.67 0.67 0.69 0.72 0.76
GAN FAnoGAN 0.56 0.54 0.67 0.66 0.60 0.53 0.34 0.52 0.51 0.65 0.61 0.56 0.48 0.33 0.69 0.63 0.69 0.72 0.74 0.69 0.38 0.78 0.85 0.66 0.67 0.69 0.70 0.70
GAN Ganomaly 0.53 0.52 0.66 0.65 0.62 0.56 0.43 0.51 0.50 0.66 0.64 0.61 0.53 0.41 0.64 0.59 0.67 0.68 0.69 0.69 0.54 0.77 0.84 0.66 0.66 0.65 0.68 0.70

(a) Evaluation result on Udacity Dataset.

Family Model FGSM PGD SPSA SP

AUC_RAUC_PF1@70F1@80F1@90F1@95F1@99AUC_RAUC_PF1@70F1@80F1@90F1@95F1@99AUC_RAUC_PF1@70F1@80F1@90F1@95F1@99AUC_RAUC_PF1@70F1@80F1@90F1@95F1@99

ReconstructionSAE 0.51 0.51 0.37 0.27 0.17 0.11 0.04 0.49 0.49 0.35 0.25 0.16 0.10 0.03 0.61 0.56 0.45 0.35 0.21 0.13 0.05 0.85 0.75 0.83 0.73 0.48 0.25 0.04
ReconstructionVAE 0.51 0.50 0.36 0.27 0.18 0.13 0.05 0.48 0.49 0.33 0.24 0.16 0.11 0.04 0.58 0.54 0.41 0.32 0.21 0.15 0.06 0.76 0.64 0.63 0.47 0.25 0.14 0.03
Density GMM 0.71 0.69 0.64 0.58 0.47 0.33 0.12 0.67 0.65 0.59 0.52 0.40 0.28 0.10 0.98 0.98 0.86 0.90 0.93 0.92 0.79 0.98 0.98 0.86 0.90 0.94 0.93 0.81
Density KDE 0.81 0.80 0.67 0.67 0.78 0.66 0.52 0.75 0.74 0.67 0.67 0.73 0.59 0.42 0.88 0.89 0.67 0.67 0.80 0.73 0.69 0.87 0.88 0.67 0.67 0.80 0.69 0.69
Distance DeepKNN 0.65 0.62 0.57 0.48 0.32 0.18 0.04 0.62 0.60 0.52 0.44 0.28 0.16 0.03 0.96 0.96 0.87 0.89 0.91 0.87 0.56 0.99 0.99 0.87 0.91 0.95 0.96 0.87
Distance DeepRoad 0.81 0.80 0.67 0.67 0.77 0.66 0.52 0.76 0.74 0.67 0.67 0.73 0.59 0.42 0.88 0.89 0.67 0.67 0.80 0.73 0.70 0.87 0.88 0.67 0.67 0.80 0.70 0.69
Distance DeepSVDD 0.65 0.62 0.56 0.48 0.34 0.22 0.04 0.60 0.57 0.51 0.42 0.28 0.17 0.03 1.00 0.99 0.86 0.90 0.94 0.97 0.98 1.00 1.00 0.86 0.90 0.94 0.97 0.99
GAN FAnoGAN 0.61 0.57 0.51 0.41 0.29 0.18 0.06 0.56 0.53 0.44 0.36 0.24 0.14 0.05 0.73 0.67 0.65 0.57 0.42 0.28 0.12 1.00 1.00 0.86 0.89 0.94 0.96 0.99
GAN Ganomaly 0.58 0.55 0.55 0.46 0.32 0.18 0.04 0.55 0.53 0.52 0.43 0.29 0.16 0.03 0.63 0.60 0.61 0.52 0.39 0.26 0.06 1.00 1.00 0.82 0.86 0.92 0.96 0.99

(b) Evaluation result on Dave Dataset.

Table 6: The prediction on OOD images for each OOD detector under the weather-transformed (FGSM, PGD, SPSA, and SP)
datasets. Cell color represents the statistical significance among data for each evaluation metric, computed using ScottKnottESD
tests. We colored the cells in the top three groups and bolded the value in the fourth group. Darker cells show superior
performance.

This may imply that reconstruction-based detectors face challenges
in distinguishing reconstruction loss of InD and OOD samples.

Overall, the dataset type does not result in a remarkable effect on
detectors. Real-world samples may obscure the border between InD
and OOD since the F1@99 is more frequently dropped to around
zero in the Dave dataset. On the other hand, adversarial attacks can

make OOD samples harder to identify than weather transformation.
Black-box attacks seem to produce fewer effects on OOD detectors
than white-box attacks. Under the weather transformation domain,
fog in the Dave dataset is the most challenging case due to the fact
that fog samples might be very similar to InD samples.
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Family AUC-ROC AUC-PR F1@0.70 F1@0.80 F1@0.90 F1@0.95 F1@0.99

Reconstruction 0.612 ± 0.341 0.656 ± 0.289 0.489 ± 0.344 0.472 ± 0.365 0.454 ± 0.389 0.441 ± 0.407 0.416 ± 0.419
Density 0.782 ± 0.166 0.772 ± 0.152 0.703 ± 0.114 0.700 ± 0.143 0.693 ± 0.179 0.683 ± 0.206 0.674 ± 0.234
Distance 0.840 ± 0.174 0.794 ± 0.169 0.717 ± 0.166 0.711 ± 0.201 0.700 ± 0.247 0.691 ± 0.280 0.667 ± 0.311
GAN 0.759 ± 0.178 0.716 ± 0.170 0.634 ± 0.121 0.605 ± 0.153 0.569 ± 0.201 0.540 ± 0.252 0.520 ± 0.296

Table 7: Family-wise mean and standard deviation of metrics
across weather OOD images, averaging Udacity and Dave
datasets.

Finding 2: We observe that adversarial attacks can produce
more serious negative effects on detectors than weather trans-
formation. Most detectors retain their standard performance
and maintain their statistical group ranking, follow the family
pattern across OOD conditions and datasets, while samples col-
lected from complex scenes (Dave dataset) can seriously harm
the reconstruction-based family.

5.3 RQ3. Time Efficiency
According to the Table 8, total inference times of detectors vary
from 11.5s to 91.7s, due to the steps of models in the OOD detection
process. We convert this to FPS, it can vary from 1,814 fps to 228 fps,
which represents OOD detection process is not a time-consuming
process. Hence, every model comfortably clears the 30 fps real-
time threshold on the test workstation, but their computational
footprints differ sharply:

Fastest tier (<16s): VAE (11.5s), GMM (13.8s), and Ganomaly
(15.1s) dominate on raw speed, making them attractive for latency-
critical modules such as perception pre-filters or embedded edge
deployments.

Balanced tier (15–30s): DeepKNN (18.3s) and FAnoGAN (28.4s)
offer moderate runtimes while, in earlier accuracy experiments,
delivering competitive AUROC under both weather shifts and ad-
versarial noise, suggesting a favourable accuracy-latency trade-off.

Slow tier (>30s): KDE (52.9s) and DeepSVDD (32.2s) remain
feasible on high-end GPUs but risk violating real-time budgets
once model ensembles or additional perception modules are co-
scheduled.

Outlier: DeepRoad (91.7s) is an order of magnitude slower than
the fastest contenders, primarily due to its sequential patch-level
processing; optimization (e.g., patch batching or TensorRT fusion)
would be required for field deployment.

Model SAE VAE KDE GMM DeepKNN DeepRoad DeepSVDD Ganomaly F–AnoGAN

Time (s) 29.1 11.5 52.9 13.8 18.3 91.7 32.2 15.1 28.4
FPS 716 1814 394 1510 1140 228 648 1380 735

Table 8: Inference latency and throughput on the 20,842 im-
age set (A100 GPU).

Finding 3:We find that OOD detection is not a time-consuming
task, where most detectors can exceed 30 FPS on real-time in-
ference. There is no obvious correlation between the precision
of an OOD detector and its inference time.

6 Threats to Validity
Despite our efforts to build a rigorous and reproducible benchmark,
several threats to internal and external validity exist in our study.

6.1 Internal Validity
(1) One of the threats can be attributed to the implementation details
of the OOD detector, which was re-implemented or adopted from
public code. For example, KDE was initially designed to identify
OOD data in a multiclass dataset like MNIST or CIFAR-10 for a
classification task. We implemented this detector by changing the
model to make one-class classification and modifying the dataset
preprocessing step to make it satisfy our dataset and the task. The
designed logic of each detector shows a remarkable disparity; some
detectors could directly handle our task, while others may need to
adapt to the task, which may cause unfair comparison. To reduce
these effects, we built a standard pipeline shared for every detector
on the training and inference processes.

(2) Hyperparameter selection poses a further risk.We selected hy-
perparameters commonly from the previous paper setting without
parameter search. Since our OOD detection task and dataset differ
from the original design of detectors, the selected hyperparameter
values may not achieve the detector’s best performance. Propos-
ing a hyperparameter search may cause the result to be slightly
different from the current one. To minimize the effects of hyperpa-
rameters, we set the shared hyperparameters (e.g., epoch, learning
rate) the same among each class and release all the hyperparameter
values in Section 4.4 for further studies.

6.2 External Validity
(1) The number of detectors in each class may not be enough to
represent the features of this class. Due to the time and budget, we
only implemented the typical detectors of each class. But we tried
to make our result representative by choosing detectors within each
class that have structural diversity to cover detectors within this
class as much as possible.

(2) Our selected techniques for generating the OOD dataset
are limited. We only considered weather-transformed images and
adversarial-attacked images to rank the selected detectors andmake
a general recommendation. However, factors like luminance, image
blurring, and vehicle collision could cause unpredictable effects on
detector ranking. Thus, we tried to include the most usual OOD
scenario in our study and expect that each detector could show
consistent performance in other OOD domains.

7 Conclusion
This paper presented a comprehensive empirical study on the
performance and robustness of OOD detectors across multiple
methodological families using two driving datasets on bothweather-
transformed (Fog, Rain, Snow) and adversarial-attacked conditions.
Our unified experimental protocol and metric framework enable a
consistent comparison among and across families, providing new
insights into howOOD detectionmechanisms behave under various
driving conditions.

The results reveal several clear trends. First, distance-based de-
tectors consistently achieve the best overall performance, show-
ing a strong robustness across both datasets and OOD conditions.
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Their stability across thresholds suggests that feature space distance
measures offer a reliable and generalizable criterion for identify-
ing OOD samples, while density-based detectors follow closely. In
contrast, reconstruction-based and GAN-based detectors exhibit
higher variance and sharp performance degradation under complex
or adversarial perturbations, indicating weaker generalization and
calibration properties.

From a broader perspective, our findings highlight that robust
OOD detection in autonomous driving depends not only on discrim-
inative accuracy but also on stability across diverse OOD conditions.
Methods grounded in embedding distance or probabilistic density
estimation demonstrate a consistent advantage because they cap-
ture intrinsic structural properties of the data distribution, rather
than relying solely on reconstruction fidelity or generative recon-
struction error.

Future work will extend this analysis toward temporal and multi-
modal OOD detection, incorporating sequential consistency checks
and cross-sensor fusion (e.g., camera–LiDAR–radar). Additionally,
we plan to explore calibration-aware ensembling across OOD fami-
lies and adaptive thresholding strategies to further enhance real-
time deployability in safety-critical driving environments.
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