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ARTICLE INFO ABSTRACT
Keywords: Digital communication has broadened fraud’s reach and complexity, making detection more urgent and
Digital fraud cognitively demanding. Yet most studies examine static risk profiles or single scams, leaving real-time support
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Al-assisted decision support
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Risky behavioral intention
Age differences

in realistic settings underexplored. To address this gap, this study examined an Al-assisted decision support
framework for digital fraud prevention. Using a 2 x 2 online lab-in-the-field experimental design, we compared
an Al-assisted condition with a control condition across a younger group and an older group. A total of 72
participants completed a 10-day study involving ecologically realistic simulated fraud scenarios across six
scam categories: financial/payment fraud, cyber/technical fraud, social relationship scams, consumer fraud,
government or institutional impersonation fraud, and social media scams. The Al system provided real-time
risk assessments, explanations of suspicious cues, and recommended actions. The results showed that Al-assisted
support improved fraud detection accuracy and reduced risky behavioral intention. Younger and older groups
also showed different scam-specific vulnerability patterns, and Al support reduced participants’ willingness
to engage in risky actions in response to fraudulent communications in the scam categories to which each
group was most vulnerable. Post-study questionnaire ratings and semi-structured interviews further indicated
that participants generally perceived the system as useful and realistic, while trust depended on whether the
Al output was interpretable and actionable. These findings demonstrate the potential of Al-assisted decision
support for digital fraud prevention and highlight the importance of interpretable and actionable support that
accounts for age-specific vulnerability patterns, offering practical guidance for the design of digital safety
interventions in everyday online environments.

1. Introduction 2020), often combining technical manipulation with urgency, authority
cues, emotional pressure, and requests for immediate action (Dupuis

The rapid integration of digital technologies into financial, social, et al., 2023; Fan & Yu, 2022). As a result, fraud-related decision making

and institutional life has transformed the ways in which individuals
communicate, transact, and make everyday decisions. At the same time,
this transformation has expanded both the reach and the complexity
of fraud (Jair & Mustafa, 2025; Reshetnikova et al., 2021). In China
alone, police solved approximately 258,000 telecom and online fraud
cases in 2025, while more than 21.7 million RMB in fraud-related funds
were frozen through emergency measures, underscoring both the scale
and urgency of the problem (State Council Information Office of the
People’s Republic of China, 2026). Contemporary scams no longer rely
solely on isolated deception attempts; instead, they increasingly appear
through emails, text messages, social media platforms, app notifica-
tions, and other digitally mediated channels (Baki & Verma, 2022; Bele,

has become an increasingly time-sensitive and cognitively demanding
activity for ordinary users navigating everyday digital environments.
Recent research suggests that fraud vulnerability cannot be ex-
plained by any single factor alone. Rather, susceptibility to fraud
emerges from the interaction among characteristics of the fraud it-
self, individual-level differences, and broader situational conditions
(Bar Lev et al., 2022). The recent systematic review by Dada et al.
(2025) noted that fraud victims cannot be treated as a homogeneous
group and that victimization appears to result from the interplay of
scam type, individual characteristics, and contextual conditions, with
online environments now playing a particularly important role in ex-
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posure and vulnerability. The same review further showed that the
most consistently supported risk factors across studies include low
conscientiousness, higher impulsivity, reduced cognitive functioning,
and social isolation, while also emphasizing that people of all ages
may be vulnerable depending on the form and context of the scam
(Burton et al., 2022; Colautti et al., 2025; Dada et al., 2025; DeLiema
et al., 2023). These findings highlight the need to understand fraud
vulnerability not only in terms of individual-level characteristics, but
also as a dynamic decision-making challenge shaped by person-level,
task-level, and environmental factors.

Existing fraud-prevention research also provides important evidence
that warning and awareness-based interventions can reduce suscepti-
bility under some conditions, but also shows that their effects depend
strongly on timing, delivery format, target population, and decision
context. Experimental evidence suggests that forewarning can reduce
fraud susceptibility among vulnerable consumers, particularly when
warnings help individuals recognize risk before engaging with a fraud-
ulent offer (Scheibe et al., 2014). At the same time, emotional arousal
can increase susceptibility to fraud among both younger and older
adults, indicating that prevention efforts must address not only knowl-
edge deficits but also the affective and situational pressures under
which fraudulent decisions are made (Kircanski et al., 2018). More
recent work has also questioned the effectiveness of broad awareness
campaigns: Jensen et al. found little evidence that a mass-message
financial fraud awareness campaign significantly reduced fraud vic-
timization, suggesting that passive or one-off messaging may be in-
sufficient (Jensen et al., 2025). Research on fraud-prevention advice
for older adults further indicates that effective delivery may require
trusted, audience-sensitive, and multi-channel communication rather
than relying only on websites or generic public messages (Button et al.,
2024). Together, these studies suggest that fraud prevention is most
likely to be effective when support is timely, specific, trusted, and
available at the point of decision.

Despite this growing body of work, several important limitations
remain. First, much of the existing literature has focused on identify-
ing relatively static predictors of victimization, such as demographic
characteristics, psychological traits, or prior experiences, rather than
examining how individuals make fraud-related decisions in real time
(James et al., 2014; Junger et al., 2023; Norris et al., 2019). Second,
many studies have centered on specific populations, age groups, or
particular scam types, often relying on context-bound or retrospec-
tive victimization data, which makes it difficult to understand how
people respond across diverse digital fraud contexts (Irvin-Erickson,
2024; Shang et al.,, 2022; Ueno et al.,, 2022). Third, as noted in
the review by Dada et al. (2025), experimental designs in this area
remain relatively limited, and there is a continuing need for more
standardized, digitally aware, and context-sensitive approaches to the
study of fraud vulnerability. In other words, current research has been
more successful in describing who may be vulnerable than in testing
how such vulnerability might be reduced at the moment when risk is
encountered.

This limitation is especially consequential because fraud exposure
is often highly time-sensitive. Fraudulent messages are frequently con-
structed around deceptive and persuasive cues, including urgency,
authority, emotional pressure, reward promises, suspicious links, and
requests for credentials or immediate action (Butavicius et al., 2022;
Dada et al., 2025; Ferreira et al., 2015; Ferreira & Teles, 2019). These
cues can pressure targets into making hasty decisions before they have
sufficient time to verify suspicious claims, and prior work has shown
that reduced response time can impair the ability to distinguish legit-
imate from fraudulent communications (Butavicius et al., 2022; Dada
et al., 2025; Jones et al., 2019). In practice, individuals may attempt
to seek advice from family members, friends, or other trusted contacts
when confronted with uncertain or potentially fraudulent messages, yet
such support is not always immediately available. Existing research sug-
gests that limited opportunities to verify information or consult trusted
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others can increase vulnerability, particularly in contexts marked by
social isolation or reduced support networks (Du & Chen, 2023; Kadoya
et al.,, 2021; Xiang et al., 2020). In this respect, recent advances in
artificial intelligence create a promising new possibility: when human
advice or verification support is unavailable, an Al-based decision sup-
port system can provide on-demand assistance at the precise moment
of exposure by identifying suspicious cues, estimating fraud risk, and
recommending safer responses. This makes Al a potentially valuable
intervention resource in real-world digital fraud settings.

Against this background, the present study examines whether an
Al-assisted decision support framework can reduce susceptibility to
digital fraud in ecologically valid settings. Rather than treating fraud
vulnerability only as a matter of individual-level characteristics, we
conceptualize fraud detection as a situated decision-making process
shaped by user characteristics, deceptive task features, and contextual
support. This perspective is especially relevant to digital fraud because
suspicious communications are often encountered under time pressure,
uncertainty, and limited opportunities for independent verification. A
2 x 2 online lab-in-the-field experimental design was chosen because it
allowed us to examine both the effect of Al-assisted support and age-
related differences within the same design. The comparison between
Al-assisted and control conditions provided a direct test of whether
real-time decision support improved fraud-related judgments beyond
unaided human judgment, while the comparison between younger and
older groups allowed us to examine whether intervention effects dif-
fered across age groups. The naturalistic and repeated-exposure design
was also important because fraud-related decisions often occur in ev-
eryday communication environments rather than in isolated laboratory
tasks.

In a 10-day online lab-in-the-field experiment conducted in main-
land China and Hong Kong, participants encountered simulated but
ecologically realistic fraud scenarios spanning six fraud categories:
financial/payment, cyber/technical, social-relationship, consumer, gov-
ernment/institutional impersonation, and social-media fraud. In this
study, financial/payment fraud refers to attempts to obtain money or
financial credentials; cyber/technical fraud refers to phishing-like secu-
rity alerts, fake login requests, or technical-support messages designed
to obtain credentials or personal information; social-relationship fraud
refers to messages exploiting interpersonal trust or emotional pressure;
consumer fraud refers to fraudulent shopping, delivery, refund, or
promotional messages; government/institutional impersonation fraud
refers to messages falsely claiming official authority; and social-media
fraud refers to fraudulent private messages or platform-based messages
that redirect users to external sites or solicit sensitive information.
Detailed operational definitions and examples are provided in Ta-
ble 4. By combining repeated behavioral measures with post-study
questionnaire ratings and semi-structured interviews, the study moves
beyond static risk profiling toward a more applied, context-sensitive,
and intervention-oriented investigation of fraud-related decision mak-
ing. The mixed-methods component was included to complement be-
havioral outcomes with participants’ subjective evaluations and inter-
view accounts, thereby helping to explain how participants interpreted,
trusted, and used the AI support system.

Drawing on the Person-Task Fit framework, as developed in the
next section, the study focuses on three linked issues: whether Al-
assisted decision support improves fraud detection and reduces risky
behavioral intention, whether younger and older groups show different
vulnerability patterns across fraud categories, and how users evaluate
the usefulness, trustworthiness, realism, and confidence-related effects
of such support after repeated exposure. These issues are expressed in
the following research questions:

» RQ1: Does access to an Al-assisted decision support system im-
prove fraud detection accuracy and reduce risky behavioral in-
tention compared with unaided human judgment?
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Table 1
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Mapping between person-task fit components and integrated theoretical perspectives.

PTF framework
component

Integrated theory or perspective

Role in the present study

Person factors Individual-difference perspective
on fraud vulnerability; age-related
digital literacy and

risk-perception research

Explains how users’ age, digital habits, prior fraud
exposure, confidence, and perceived risk may shape their
ability to identify suspicious communications and resist
unsafe actions.

Task factors Deceptive-cue processing
perspective; scam persuasion and

emotional-arousal research

Explains how fraud messages create task demands
through urgency cues, authority impersonation, emotional
pressure, reward promises, suspicious links, and low-cost
requests that may increase compliance.

Contextual Al-assisted decision-support Explains how real-time AI support may improve
support perspective; just-in-time warning person-task fit by providing risk assessments,
and explainable intervention explanations of suspicious cues, and recommended
research actions at the moment of decision.
Overall Person-Task Fit framework Provides the overarching logic for understanding fraud

person-task fit

vulnerability as an interaction between user
characteristics, deceptive task demands, and available
contextual support.

* RQ2: How do fraud vulnerability patterns differ between the
younger and older groups across fraud categories, and can Al-
assisted decision support reduce susceptibility to the fraud cat-
egories to which each age group is most vulnerable?

» RQ3: How do participants perceive and experience the Al-assisted
decision support system in digital fraud detection, in terms of
usefulness, trust, realism, and confidence?

2. Theoretical framework: Person-Task Fit and Al-assisted fraud
detection

The present study is guided by the Person-Task Fit (PTF) frame-
work, which proposes that decision quality depends on the alignment
between individual characteristics and task demands within a specific
context (Wronska et al., 2019). This framework is particularly rele-
vant to digital fraud because suspicious communications are rarely
evaluated under ideal conditions. Instead, users often need to judge
messages under uncertainty, time pressure, incomplete information,
and deliberate manipulation (Ferreira et al., 2015; Ferreira & Teles,
2019). In such settings, vulnerability should not be understood only
as a stable attribute of the individual. It can also emerge when the
demands of a deceptive communication exceed the user’s immediate
ability or available resources for evaluating it.

Applied to digital fraud detection, the PTF framework highlights
three interrelated elements: person factors, task factors, and contextual
support. Person factors include characteristics such as age, digital
literacy, prior fraud exposure, confidence, risk perception, and cogni-
tive resources. Previous research suggests that these factors can shape
fraud vulnerability, although age-related effects are not always uniform
across contexts (Baki & Verma, 2022; Dada et al., 2025; James et al.,
2014; Kemp & Erades Pérez, 2023; Shang et al., 2022). For example,
studies on fraud and phishing susceptibility have shown that older
group may face particular risks when scams involve authority, trust,
cognitive burden, or lower digital literacy, while younger group may
also be vulnerable in highly familiar digital environments such as social
media or online consumer platforms. This suggests that age should not
be treated as a simple indicator of greater or lower vulnerability, but
as a factor that may interact with the type of deceptive task.

Task factors refer to the features of the fraudulent communication
itself. These include urgency cues, authority impersonation, emotional
pressure, reward promises, suspicious links, requests for credentials,
and demands for small but immediate payments. Such cues are im-
portant because they increase the cognitive and emotional demands of
fraud detection. This is consistent with experimental evidence showing
that emotional arousal can increase susceptibility to fraud among both
younger and older (Kircanski et al., 2018). A message may appear

routine, low-cost, or familiar while still directing the user toward unsafe
behavior. From a PTF perspective, fraud vulnerability is therefore more
likely when the deceptive cues embedded in a message match the
recipient’s expectations or routines and are not recognized as warning
signs.

Contextual support refers to the resources available to the user at
the moment of decision. In everyday settings, users may try to verify
suspicious messages by consulting family members, friends, official
websites, or customer service channels. However, such support is not al-
ways immediately available. Al-assisted decision support can therefore
be conceptualized as a form of contextual support that helps improve
person—task fit. Rather than replacing human judgment, the system
provides real-time risk assessments, explanations of suspicious cues,
and recommended actions. These forms of support may help users iden-
tify task-relevant warning signs, reduce uncertainty, and choose safer
responses when they encounter potentially fraudulent communications.

The PTF framework also explains why Al-assisted support may not
have identical effects across all users or fraud categories. If younger and
older groups differ in their digital habits, trust cues, prior exposure, or
response strategies, then the same fraud category may create different
forms of person-task mismatch for each group. Similarly, Al support
may be especially useful when it makes hidden or underestimated
risk cues more visible, such as suspicious links, false authority claims,
emotional manipulation, or urgency pressure. To make the theoretical
integration more explicit, Table 1 summarizes how the three com-
ponents of the Person-Task Fit framework are connected with the
theoretical and empirical perspectives used in this study. This map-
ping clarifies that PTF is used as the overarching framework, while
specific theories and prior research inform how person-related vulnera-
bility, scam-task characteristics, and Al-assisted contextual support are
operationalized in the present study.

On this basis, the present study uses PTF as an analytical frame-
work to examine whether Al-assisted decision support improves fraud
detection, reduces risky behavioral intention, and mitigates age-specific
vulnerability patterns across different fraud categories.

3. Methodology
3.1. Research design

The study adopted a 2 x 2 online lab-in-the-field experimental
design to examine the effects of Al-assisted decision support and age
group on digital fraud-related decision making. This design combines
experimental control with participation under naturalistic digital-use
conditions. Experimental settings may vary along several dimensions,
including the characteristics of participants, the nature of the task,
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the information available to participants, the stakes involved, and the
environment in which decisions are made (Harrison & List, 2004).
Accordingly, experiments conducted outside conventional laboratory
settings while retaining researcher-controlled tasks have been described
as framed field, extra-laboratory, or lab-in-the-field experiments (Char-
ness et al., 2013; Gangadharan et al.,, 2022). Online environments
can also provide a suitable setting for such experimental designs by
allowing controlled interventions to be evaluated under conditions that
more closely reflect participants’ everyday digital activities (Chen &
Konstan, 2015).

In the present study, the fraud scenarios and Al-assisted intervention
were systematically designed and delivered through a study-specific
web platform to ensure consistency across experimental conditions. At
the same time, participants completed the study over a 10-day period
using their own smartphones or computers in their usual environments,
rather than attending a single session in a physical laboratory. Fraud
scenarios were made available at irregular intervals and presented
through communication formats resembling commonly encountered
emails, text messages, app notifications, and chat-style messages. This
combination of controlled stimulus presentation and repeated par-
ticipation in participants’ everyday digital environments enabled the
study to maintain internal experimental control while increasing the
contextual realism of fraud-related decision making.

3.2. Participants

The study was conducted in China, with participants recruited
from both mainland China and Hong Kong. A total of 72 participants
were enrolled in the study. To examine potential age-related differ-
ences in responses to Al-assisted fraud detection, participants were
stratified into two age groups: younger group aged 18-30 years and
older group aged 50 years and above. The final sample comprised 36
younger participants and 36 older participants. Participants were re-
cruited through university mailing lists, community organizations, and
social media advertisements. These recruitment channels were used to
reach individuals with different everyday digital communication habits
and to ensure that both age groups included participants with regular
exposure to common digital platforms. Because the study was designed
as a controlled experiment rather than a population survey, recruitment
prioritized balanced assignment across age group and decision-support
condition, as well as participants’ ability to complete repeated fraud-
detection tasks over the 10-day study period. The resulting sample
therefore provides a basis for examining experimental differences be-
tween the study groups, while broader population-level generalization
should be made with caution.

Within each age group, participants were assigned to either the Al-
assisted condition or the control condition, resulting in four equally
sized groups: younger group without AI support (n = 18), younger
group with AI support (n = 18), older group without AI support
(n = 18), and older group with AI support (n = 18). Prior to group
assignment, all participants completed a brief pre-assessment interview
and orientation session designed to assess their basic familiarity with
everyday digital communication tools and to confirm that they were
able to engage with the study tasks. This preliminary step also allowed
the research team to check for major discrepancies in baseline digital
usage and communication habits, so that the two experimental con-
ditions within each age group were as comparable as possible before
assignment. This allocation procedure helped maintain balance across
age and intervention conditions and supported subsequent comparisons
of both main and interaction effects.

Eligibility criteria were established to ensure that participants could
meaningfully engage with the study tasks in a realistic digital environ-
ment. Specifically, participants were required to (a) use a smartphone
or computer on a regular basis, (b) be able to receive and respond to
digital messages during the 10-day study period, and (c) have no prior
participation in similar fraud-detection experiments that might bias
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their responses. Because the study focused on fraud-related decision-
making in ecologically valid contexts, all participants were expected
to possess sufficient familiarity with common digital communication
channels such as text messaging, email, and social media.

Table 2 summarizes the demographic and background character-
istics of the sample, including age, gender, educational attainment,
employment status, occupational category, living arrangement, primary
device use, daily digital usage, and prior exposure to suspicious or
potentially fraudulent messages. In detail, the two age groups differed
primarily in age-related and employment-related characteristics, while
both groups demonstrated regular engagement with digital commu-
nication technologies. In addition, a majority of participants in both
groups reported prior exposure to suspicious or potentially fraudulent
messages, suggesting that the sample possessed sufficient familiarity
with everyday fraud-related communication contexts.

Participants also completed a baseline questionnaire prior to the ex-
perimental exposure phase. This assessment served two purposes: first,
to characterize participants’ initial levels of fraud-relevant capabilities
and experiences, and second, to examine whether the four groups were
broadly comparable before the intervention began. The questionnaire
consisted of structured quantitative items, including categorical back-
ground questions, yes/no items, multiple-choice items, and five-point
Likert-scale items. It assessed digital literacy, prior fraud exposure,
previous scam-related harm, risk perception, confidence in detecting
suspicious messages, and everyday digital communication habits. No
open-ended qualitative questions were included in the baseline ques-
tionnaire; qualitative data were collected separately through the post-
study semi-structured interviews. A copy of the baseline questionnaire
is provided in Appendix.

First, digital literacy was evaluated using self-report items concern-
ing participants’ familiarity with common digital communication tools,
their ability to identify suspicious links or messages, and their confi-
dence in verifying the authenticity of online content. Second, prior fraud
exposure was assessed by asking whether participants had previously
encountered phishing emails, suspicious payment requests, imperson-
ation attempts, fraudulent links, or scam-related messages through
email, text messaging, phone calls, or social media. Third, previous
scam-related harm was assessed by asking whether participants had
previously been personally affected by a scam, such as through finan-
cial loss, disclosure of personal information, clicking a fraudulent link,
or taking another action that led to a negative consequence. Fourth,
risk perception was measured through items examining the extent to
which participants viewed digital communication as potentially risky,
believed themselves to be vulnerable to online scams, and considered
digital fraud to be a realistic threat in everyday life. In addition,
the questionnaire collected background information on participants’
digital communication habits, including the frequency of smartphone
and computer use, average daily time spent online, and preferred
communication platforms.

These baseline measures were used both to describe the sample and
to assess group comparability prior to the intervention. As shown in
Table 3, the four groups were broadly comparable on the main baseline
variables relevant to fraud-related decision making. No statistically
significant group differences were observed for digital literacy, prior
fraud exposure, perceived fraud risk, or self-reported confidence in
detecting suspicious messages (all p > .05), suggesting that participants
entered the study with broadly similar levels of relevant experience and
awareness. A significant difference was observed only for average daily
digital use, with younger participants reporting more time spent online
than older participants. This pattern was expected given age-related
differences in everyday digital engagement and did not undermine the
overall comparability of the experimental groups.

In practical terms, the baseline results indicate that the four ex-
perimental groups were broadly comparable before the intervention.
Most baseline variables showed small or very small effect sizes, suggest-
ing limited practical imbalance. The only statistically and practically



Y. Sun et al. Computers in Human Behavior 186 (2027) 109156

Table 2
Participant characteristics by age group.
Characteristic Younger group Older group Total
Sample size, n 36 36 72
Gender, n (%)
Male 17 (47.2) 16 (44.4) 33 (45.8)
Female 19 (52.8) 20 (55.6) 39 (54.2)
Age, years
Mean (SD) 24.08 (3.41) 59.67 (6.82) 41.88 (18.67)
Range 18-30 50-72 18-72
Highest educational attainment, n (%)
High school or below 5 (13.9) 8 (22.2) 13 (18.1)
College or vocational diploma 8 (22.2) 12 (33.3) 20 (27.8)
Bachelor’s degree 18 (50.0) 12 (33.3) 30 (41.7)
Postgraduate degree 5(13.9) 4 (11.1) 9 (12.5)
Employment status, n (%)
Student 21 (58.3) 0 (0.0) 21 (29.2)
Employed full-time 9 (25.0) 18 (50.0) 27 (37.5)
Employed part-time 5 (13.9) 4 (11.1) 9 (12.5)
Retired 0 (0.0) 11 (30.6) 11 (15.3)
Other 1(2.8) 3(8.3) 4 (5.6)
Occupational category, n (%)
Student 21 (58.3) 0 (0.0) 21 (29.2)
Professional/managerial/office- 8 (22.2) 13 (36.1) 21 (29.2)
based
Service/manual/technical 6 (16.7) 9 (25.0) 15 (20.8)
Retired 0 (0.0) 11 (30.6) 11 (15.3)
Other 1(2.8) 3(8.3) 4 (5.6)
Living arrangement, n (%)
Living alone 7 (19.4) 9 (25.0) 16 (22.2)
Living with others 29 (80.6) 27 (75.0) 56 (77.8)
Primary device used in daily life, n (%)
Smartphone mainly 20 (55.6) 14 (38.9) 34 (47.2)
Computer mainly 4 (11.1) 9 (25.0) 13 (18.1)
Both equally 12 (33.3) 13 (36.1) 25 (34.7)
Average daily digital use, n (%)
Less than 2 h 3(8.3) 11 (30.6) 14 (19.4)
2-4 h 10 (27.8) 15 (41.7) 25 (34.7)
More than 4 h 23 (63.9) 10 (27.8) 33 (45.8)
Prior experience with suspicious or 24 (66.7) 19 (52.8) 43 (59.7)

fraudulent messages, n (%)

Table 3

Baseline assessment results by experimental group with effect sizes and practical significance.
Measure YA-control YA-AI OA-control OA-AIL p Effect size Practical significance
Digital literacy, Mean 3.92 (0.48) 3.88 (0.51) 3.61 (0.57) 3.66 (0.54) 0.205 7 = 0.065 No statistically significant baseline
(SD) difference; the effect size was

moderate, with descriptively lower
digital-literacy scores in the older
groups and little difference between
Al and control conditions within
each age group.

Prior fraud exposure, n 12 (66.7) 12 (66.7) 9 (50.0) 10 (55.6) 0.669 V =0.147 Small difference; prior fraud

(%) exposure was broadly comparable
across experimental groups.

Previously affected by a 4 (22.2) 3 (16.7) 5 (27.8) 4 (22.2) 0.979 V =0.094 Very small difference; previous

scam, n (%) scam-related harm was broadly
balanced across experimental groups.

Risk perception, Mean 3.57 (0.62) 3.61 (0.58) 3.69 (0.55) 3.72 (0.60) 0.860 7> =0.011 Very small difference; the groups

(SD) entered the study with similar levels
of perceived fraud risk.

Average daily digital 5.11 (1.63) 4.94 (1.58) 3.41 (1.44) 3.56 (1.49) < 0.001 7 =0212 Statistically and practically

use (hours), Mean (SD) meaningful group difference;

descriptively, daily digital use was
higher in the younger groups than in
the older groups.

Confidence in detecting 3.44 (0.66) 3.39 (0.61) 3.18 (0.59) 3.22 (0.64) 0.532 n* =0.032 Small difference; baseline confidence
suspicious messages, in detecting suspicious messages was
Mean (SD) broadly comparable across groups.

Note. YA = younger group; OA = older group. For continuous variables, omnibus group differences were evaluated using one-way ANOVA, with effect sizes reported as . For
categorical variables, Pearson’s y? test was used when expected cell frequencies were adequate, with Cramer’s V reported as the association effect size. The Fisher-Freeman-Halton
exact test was used to determine the p-value for previous scam-related harm because of small expected cell frequencies. Practical significance refers to the extent to which baseline
differences may represent meaningful group imbalance before the intervention.

meaningful difference was average daily digital use, with younger is consistent with expected age-related differences in everyday digital

participants reporting more time online than older participants, which engagement.
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Sample size and sensitivity analysis. Given the fixed sample of
72 participants, we conducted a sensitivity analysis to evaluate the
minimum effect size that could be reliably detected by the study design
(Faul et al., 2009; Lakens, 2022). The analysis was based conservatively
on the 2 x 2 between-participant component of the experimental
design, with four groups (n = 18 per group), a = .05, statistical power
of .80, and one numerator degree of freedom. Using G*Power 3.1 for a
fixed-effects ANOVA sensitivity test for main effects and interactions,
the minimum detectable effect size was approximately Cohen’s f =
0.335, corresponding to a partial #*> of approximately .101. Thus, the
available sample provided reasonable sensitivity for detecting between-
participant effects of this magnitude or larger, whereas smaller effects
may have been more difficult to detect reliably. This analysis focuses
on the between-participant component because repeated scenario-level
observations were nested within participants and therefore could not be
treated as independent observations for sample-size justification. The
repeated-exposure structure was instead accounted for in the multilevel
models described below.

3.3. Al-supported fraud scenarios and experimental materials

The experimental materials were designed to simulate realistic ex-
posure to common forms of digital fraud while allowing systematic
evaluation of the Al-assisted decision support framework. To achieve
this, the study combined two closely related components: (a) a set
of structured fraud scenarios representing major categories of dig-
ital scams, and (b) an Al-based support mechanism that provided
participants with interpretable decision assistance in the Al-assisted
condition. This integrated design ensured that the intervention was
embedded within task contexts that closely resembled everyday digital
communication environments.

The Al-assisted system evaluated in this study was developed as
a prototype decision support framework intended to help users as-
sess whether a message or communication attempt was likely to be
fraudulent. Rather than providing only a binary judgment, the system
generated three forms of support for each scenario. First, it produced a
fraud risk assessment, that is, a probability-based indication of the like-
lihood that the presented message was fraudulent. Second, it provided
an explanation of risk indicators, highlighting suspicious cues embedded
in the message, such as urgency language, authority impersonation,
emotional manipulation, reward-based appeals, or requests for sensitive
financial or personal information. Third, it generated recommended
actions, offering practical guidance such as avoiding further interac-
tion, verifying the sender through official channels, or refraining from
clicking suspicious links. For illustration, a government impersonation
scenario might present participants with a message claiming that an
unpaid tax penalty required immediate payment to avoid legal sanc-
tions, accompanied by a hyperlink to an external payment page. In
the Al-assisted condition, the system could classify the message as high
risk, identify the presence of authority cues, threat-based urgency, and
a non-verifiable payment link as salient risk indicators, and recommend
that the participant refrain from interacting with the message and
instead confirm its legitimacy through an official institutional contact
channel. In this way, the AI output was designed to support not only
fraud detection accuracy, but also participants’ understanding of why
a given communication should be treated as suspicious. Participants in
the Al-assisted condition could consult this support before making their
final judgment, whereas participants in the control condition completed
the same tasks without AI assistance and relied solely on their own
judgment.

To ensure that the intervention remained theoretically grounded
and consistent across conditions, the Al outputs were directly aligned
with the deceptive cue framework used to construct the fraud scenarios.
As shown in Table 5, the experimental materials incorporated a set of
recurrent deceptive cues commonly found in digital fraud, including
urgency cues, authority cues, reward cues, emotional manipulation,
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and suspicious hyperlinks. These cues represented the key task charac-
teristics in the Person-Task Fit framework, as they shaped the cognitive
demands of fraud detection and decision making. The role of the Al sys-
tem was therefore not merely to classify a message as fraudulent, but to
support participants in recognizing and interpreting these task-relevant
signals.

Each scenario was classified as fraudulent based on commonly
recognized scam indicators in digital fraud research, including requests
for financial transfers, solicitation of sensitive personal information,
impersonation of trusted institutions, urgency cues, and the use of
suspicious or unverifiable communication channels. These indicators
were used to ensure consistency in scenario design and evaluation
across all fraud categories.

To ensure consistency and theoretical grounding in the design of
fraud scenarios, each stimulus message incorporated one or more com-
monly observed deceptive cues identified in prior digital fraud research.
These cues represent typical manipulation strategies used by scammers
to influence individuals’ decision-making processes. The cues included
urgency signals, authority impersonation, reward promises, emotional
manipulation, and suspicious hyperlinks.

Each fraud scenario was systematically constructed by embedding
these deceptive cues within realistic communication formats such as
emails, text messages, and social media notifications. This approach
allowed the experimental materials to simulate authentic scam charac-
teristics while maintaining control over the key manipulative elements.

From a Person-Task Fit perspective, these deceptive cues represent
critical task characteristics that influence the cognitive demands of
fraud detection. By providing explanations for these cues, the Al-
assisted system evaluated in this study aims to help users better in-
terpret suspicious signals and improve their alignment with the task
requirements of identifying fraudulent communications.

The six fraud categories were selected through a review of com-
mon fraud typologies reported in prior research and public-facing
fraud-prevention sources, with attention to both international and lo-
cal relevance. Internationally, consumer-protection data and scam re-
ports commonly identify categories such as imposter scams, online
shopping fraud, investment fraud, phishing or account-security scams,
business or employment-related scams, and social or relationship-based
scams. For example, recent Federal Trade Commission data identify
imposter scams as the most commonly reported fraud category in the
United States, followed by online shopping issues, business and job
opportunities, investment-related reports, and internet services (Fed-
eral Trade Commission, 2025). In the Hong Kong context, police and
anti-deception statistics similarly highlight e-shopping fraud, online
investment fraud, online employment fraud, phishing scams, and tele-
phone deception involving impersonation tactics as major categories
of deception (Anti-Deception Coordination Centre, 2026; Hong Kong
Police Force, 2026). In mainland China, public security and financial-
regulatory sources also identify high-frequency or emerging forms of
telecom and online fraud, including false shopping or service fraud, im-
personation of customer service or official institutions, false investment
and financial-management fraud, phishing-like credential theft, and
Al-enabled impersonation or relationship-based deception (Ministry of
Public Security of the People’s Republic of China, 2024; National Fi-
nancial Regulatory Administration, 2024). Based on these overlapping
sources, we grouped the scenarios into six broad categories that were
suitable for the present experimental design and developed to reflect
common categories of digital fraud that are frequently encountered in
everyday online communication: financial/payment fraud, cyber/techni-
cal fraud, social relationship scams, consumer fraud, government or insti-
tutional impersonation fraud, and social media scams. Each category was
operationalized through realistic stimuli presented in familiar commu-
nication formats, including emails, text messages, app notifications, and
chat-style messages. Across all categories, the scenarios were designed
to preserve ecological validity while ensuring participant safety; thus,
no scenario required actual money transfer, disclosure of real personal
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Table 4
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Fraud scenario categories, operational definitions, deceptive cues, example stimuli, and classification criteria.

Fraud scenario type

Operational definition

Key deceptive cues

Example scenarios (Stimuli
Examples)

Fraud classification criteria

Financial/Payment Messages attempting to « Urgency cues (e.g., 1. Fake bank alert claiming The message is classified as
Fraud obtain money or “act immediately”) the account is frozen and fraudulent if it:
financial credentials by « Financial incentives requiring immediate « Requests financial transfers
impersonating financial or threats verification. or payment credentials.
institutions or « Authority 2. Investment opportunity « Uses urgency related to
presenting urgent impersonation (banks, promising unusually high financial consequences.
financial issues. payment platforms) returns. « Comes from unverifiable
« Requests for financial 3. Payment request to avoid financial institutions.
credentials account suspension. « Includes suspicious payment
4. Message asking for card channels.
details to process a refund.
Cyber/Technical Digital messages « Suspicious hyperlinks 1. Email claiming unusual Classified as fraud if it:
Fraud designed to obtain « Security warnings or login activity requiring « Contains suspicious links or

login credentials or
personal information
through phishing links
or fake security alerts.

threats

« Requests for login
credentials

« Fake system
notifications

password reset.

2. Security alert requesting
identity verification via link.
3. Technical support message
stating the device has a virus.
4. Fake platform notification
requesting login confirmation.

fake login pages.

« Requests passwords or
verification codes.

« Uses urgent security
warnings.

« Sender identity cannot be
verified.

Social Relationship
Scams

Messages exploiting
personal relationships
or emotional trust to
request assistance,
money, or sensitive
information.

« Emotional
manipulation
(sympathy or urgency)
« Trust exploitation

« Emergency narratives
« Requests for quick
assistance

1. A “friend” asking for
urgent financial help.

2. A new online contact
claiming an emergency
situation.

3. Message pretending to be a
relative needing assistance.

4. A social contact requesting
a verification code.

Classified as fraud if it:

« Requests money or sensitive
information from unverified
contacts.

« Uses emotional pressure or
emergencies.

« Requires immediate action
without verification.

« Uses newly created or
suspicious accounts.

Consumer Fraud

Fraudulent commercial
messages mimicking
legitimate online
shopping, delivery, or
refund notifications.

« Fake promotional
offers

« Suspicious payment
links

« Order verification
requests

« Delivery or refund
urgency

1. Fake delivery message
requesting payment for
shipping.

2. Refund notification
requiring bank details.

3. Promotional offer requiring
account verification.

4. Message asking to confirm
order information via external
link.

Classified as fraud if it:

« Directs users to unofficial
payment pages.

« Requests financial details for
refunds or delivery fees.

« Uses suspicious domains or
links.

« Offers unrealistic discounts
or rewards.

Government/Institu-
tional Impersonation
Fraud

Messages impersonating
government agencies or
official institutions to
pressure users into
providing information
or payments.

« Authority cues
(government, police,
tax office)

« Legal threats or
penalties

« Urgency language

« Requests for identity
verification

1. Fake tax notice requesting
immediate payment.

2. Message claiming unpaid
fines requiring identity
verification.

3. Email pretending to be
from a government agency
requesting personal data.

4. Warning about legal
consequences if payment is
not made immediately.

Classified as fraud if it:

« Claims authority without
verifiable official channels.

« Requests payment or
personal information through
unofficial links.

« Uses legal threats to create
urgency.

« Sender identity does not
match official institutions.

Social Media Scams

Fraudulent messages
delivered through
social media platforms
attempting to redirect
users to external sites
or solicit sensitive
information.

« Prize or reward
promises

« Suspicious private
messages

« Links to external
websites

« Newly created or fake
accounts

1. Message claiming the user
has won a prize.

2. Investment promotion from
an unknown account.

3. Private message asking the
user to verify account
information.

4. Social media promotion
requiring login through an
external link.

Classified as fraud if it:

« Originates from suspicious or
newly created accounts.

« Redirects users to external
sites requesting credentials.

« Promises unrealistic rewards.

« Requests sensitive
information via private
messaging.

information, or engagement with genuine external websites. A full

overview of the fraud categories, their operational definitions, key

deceptive cues, example stimuli, and classification criteria is provided

in Table 4.

within each fraud category. For example, within social media fraud,
scenarios for the younger group more often involved online relationship
building, shared interests, gaming or hobby communities, and small

transfers framed as tokens of trust or platform-based support. Scenarios

Although the six fraud categories were held constant across age
groups, some scenario instantiations were age-adapted to improve eco-

logical validity. The purpose of this adaptation was to ensure that

the communication format, social framing, and credibility cues were

realistic for each age group while preserving functional equivalence

for the older group more often involved a sender claiming to be a
former friend, old classmate, retired colleague, or other familiar contact
reappearing through digital platforms and then requesting assistance
or a small transfer. Similarly, within consumer fraud, scenarios for
the younger group more often involved discounts, prepaid access,
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Table 5

Deceptive Cue Categories Used in Fraud Scenarios.
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Deceptive Cue

Description

Example

Urgency Cue

Authority Cue

Reward Cue

Emotional

Manipulation

Suspicious Link

Messages create time pressure to force quick
decisions and reduce users’ ability to critically
evaluate the information.

Messages impersonate trusted institutions such
as banks, government agencies, or well-known
companies to increase perceived legitimacy.
Messages promise financial rewards, prizes, or
exclusive opportunities in order to attract
attention and motivate user interaction.
Messages exploit emotional responses such as
sympathy, fear, or trust to encourage
compliance.

Messages include hyperlinks directing users to
external websites designed to collect credentials
or sensitive information.

“Your account will be suspended
within 24 h unless you verify your
information immediately.”

“This is a notification from the
National Tax Authority regarding
unpaid taxes.”

“Congratulations! You have been
selected to receive a $500 reward.”

“I am currently in an emergency
situation and urgently need your
help.”

“Please verify your account by
clicking the link below.”

Table 6

Al risk explanation and decision support output across fraud types.

Fraud type Al risk level Al explanation Suggested action
Financial/Payment High The message contains urgent payment language, Do not transfer money or provide
Fraud requests financial credentials, and cannot be card details. Verify the request
verified through an official financial channel. directly through the bank’s or
These cues are commonly associated with payment payment platform’s official website
scams and fraudulent refund or transfer requests. or customer service channel.
Cyber/Technical High The message includes a suspicious login or Do not click the link or provide login
Fraud verification link, claims account compromise, and credentials. Access the account only

Social Relationship Moderate to
Scams High

Consumer Fraud Moderate to

High
Government/Institu- High
tional Impersonation
Fraud

Moderate to
High

Social Media Scams

pressures the user to act immediately. Such
combinations are typical indicators of phishing and
technical-support fraud.

The message relies on emotional urgency, requests
immediate help, and comes from an identity that
has not been independently verified. This pattern
is consistent with scams exploiting trust, sympathy,
or personal relationships.

The message presents an order, refund, or delivery
problem and asks the user to confirm payment or
account information through an external link. The
domain, payment request, or promotional content
appears inconsistent with legitimate commercial
communication.

The message claims to originate from an official
institution, uses threat-based language about
penalties or legal consequences, and requests
immediate payment or identity verification
through unofficial contact routes. These are strong
indicators of impersonation fraud.

The message comes from a suspicious or unfamiliar
account, promises rewards or opportunities, and
redirects the user to an external site or asks for
account verification. These features are commonly
observed in fraudulent social media messages.

through the official app or website
and independently confirm whether
any security issue exists.

Do not send money or share sensitive
information until the sender’s
identity is confirmed through a
trusted and independent
communication channel.

Do not click the embedded link or
submit payment information. Check
the order or refund status directly on
the retailer’s official website or app.

Do not respond or make payment.
Contact the institution through its
official public contact information to
verify whether the notice is
authentic.

Do not engage with the link or
message content. Report or block the
account if appropriate, and verify
any promotion or account issue only
through the platform’s official
interface.

group-buying, or small deposits, whereas scenarios for the older group
more often involved routine service fees, delivery issues, or small
charges presented as necessary for verification or processing. Within
government or institutional impersonation fraud, scenarios for the older
group more often emphasized official procedure, politeness, in-person
inspection, or minor administrative fees, whereas scenarios for the
younger group more often involved digitally mediated variants such
as online verification notices or account-related institutional alerts.
These adaptations were designed to preserve ecological validity while
maintaining category-level comparability across age groups.

To enhance internal consistency in the Al-assisted condition, the
decision support outputs were standardized across fraud categories. For
each type of scenario, the Al system produced a structured combination
of risk level, explanatory rationale, and recommended user response.
Table 6 presents representative examples of these Al-generated outputs
across the six fraud categories. This standardization ensured that any

observed intervention effect could be attributed to the presence of
Al-supported interpretation and guidance rather than to uncontrolled
differences in feedback format.

All experimental materials were pilot-tested with a separate group
of participants prior to the main study. The pilot procedure examined
the perceived realism, credibility, clarity, and difficulty of the scenar-
ios, as well as the comprehensibility of the Al-generated explanations.
Based on participant feedback, minor revisions were made to wording,
message formatting, and cue salience to improve authenticity while
maintaining comparability across fraud types.

3.4. Procedure
The study was implemented over a 10-day period and consisted of

three sequential phases: baseline assessment, fraud-exposure tasks, and
post-study evaluation. Because the baseline questionnaire has already
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Table 7
Overview of the study procedure.
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Phase Timing Main activities Data collected
Baseline Day 0 Participant orientation, informed consent, baseline Demographic characteristics, digital
assessment questionnaire, and initial familiarization with the literacy, prior fraud exposure, previous
study platform. Participants in the Al-assisted scam-related harm, risk perception,
condition also received a brief introduction to the confidence in detecting suspicious
Al support interface. messages, and digital usage habits.
Fraud- Days 1-10 Participants received simulated fraud messages at Fraud judgment, intended behavioral
exposure irregular intervals through the study platform. response, confidence rating, response

phase Each participant encountered multiple fraud
scenarios across the six fraud categories.

time, and, in the Al-assisted condition,
system consultation behavior.

Control-group participants made judgments
independently, whereas Al-group participants could
consult Al-generated risk assessment, cue
explanations, and recommended actions before

finalizing their responses.

Post-study
evaluation

Day 10

Participants completed a follow-up questionnaire
after the exposure phase. A subset of participants
was then invited to take part in semi-structured
interviews regarding their decision-making
experiences and perceptions of the Al tool.

Perceived usefulness of the Al system,
trust in Al-generated advice, perceived
realism of the scenarios, self-reported
confidence in fraud detection, and
qualitative reflections on
decision-making processes.

been described in the participant assessment section, only a brief sum-
mary is provided here, with emphasis placed on how the assessment
was integrated into the overall experimental workflow. Table 7 presents
an overview of the study procedure.

Prior to the beginning of the experimental exposure phase, all
participants completed the baseline assessment described above. This
stage took place on Day O and served two purposes: to document
participants’ initial levels of fraud-relevant knowledge and experience,
and to confirm that the experimental groups were broadly comparable
before the intervention. As noted earlier, the baseline questionnaire
assessed demographic characteristics, digital literacy, prior fraud ex-
posure, previous scam-related harm, risk perception, confidence in
detecting suspicious messages, and everyday digital usage habits, in or-
der to characterize participants’ pre-intervention profiles and evaluate
baseline comparability across groups. In addition, participants received
a brief orientation to the study platform and the general task format.
For those assigned to the Al-assisted condition, this orientation also
included a short demonstration of how to access and interpret the Al
support output. No fraud-specific feedback or training was provided at
this stage, so as to avoid influencing subsequent responses.

The fraud-exposure phase was conducted from Day 1 to Day 10.
During this period, participants accessed a web-based study platform
using their own smartphones or computers. The platform was devel-
oped for this study so that simulated fraud scenarios could be presented
in a controlled format and participants’ response time could be au-
tomatically recorded from the moment a scenario was opened to the
moment a final response was submitted. Participants used their own de-
vices in order to preserve their everyday digital habits and approximate
real-world usage conditions, since message evaluation may differ across
smartphones, computers, and individual interaction routines. At irreg-
ular intervals, participants were prompted to access the platform and
complete newly available fraud-detection tasks, thereby approximating
the unpredictability of real-world digital fraud exposure while main-
taining experimental control. Across the exposure period, each partici-
pant encountered multiple fraud scenarios representing the six fraud
categories described in the previous section: financial/payment, cy-
ber/technical, social-relationship, consumer, government/institutional
impersonation, and social-media fraud. The scenarios were displayed
within the platform using realistic simulated interface formats, such
as email-style messages, text-message screens, app-notification-style
prompts, and chat-style messages.

For each scenario, participants were asked to make a judgment
regarding whether the communication appeared fraudulent, indicate
whether they would be willing to interact with it (e.g., click a link,

reply, provide information, or otherwise comply), and rate their confi-
dence in that decision. Participants in the control condition completed
these tasks without any form of technological assistance and relied
solely on their own judgment. Participants in the Al-assisted condition,
by contrast, were able to consult the AI decision support system before
submitting their final response. As described in the previous subsec-
tion, the AI output included a risk assessment, a brief explanation of
suspicious cues, and an action recommendation. This structure allowed
us to examine whether access to Al-supported interpretation changed
participants’ fraud judgments and intended behavioral responses under
ecologically valid task conditions.

At the end of the exposure period on Day 10, participants com-
pleted a post-study evaluation. This follow-up questionnaire assessed
perceived usefulness of the AI system, trust in Al-generated advice,
perceived realism of the fraud scenarios, and self-reported confidence
in fraud detection. These measures were included to capture partici-
pants’ subjective experiences of the intervention and to complement the
behavioral outcomes collected during the exposure phase. In addition,
a subset of participants from both age groups and both experimental
conditions was invited to participate in semi-structured interviews. The
interview subset was selected to include participants from both age
groups and both experimental conditions, so that the qualitative data
could capture variation in experiences with and without Al support.
These interviews explored how participants interpreted suspicious mes-
sages, what cues they relied on when making decisions, how they
experienced the Al support tool when available, and whether they felt
that the intervention influenced their confidence or decision strategies.
The qualitative component was included to provide a richer account of
participants’ decision-making processes and to support interpretation of
the quantitative findings.

3.5. Measures

The study collected a set of behavioral, cognitive, and intervention-
related measures to evaluate participants’ responses to the simulated
fraud scenarios. Unless otherwise specified, these measures were
recorded at the scenario level during the exposure phase and were later
aggregated at the participant level for analysis where appropriate. To-
gether, they were intended to capture participants’ ability to recognize
fraudulent communications, their willingness to engage in risky actions,
the confidence and effort involved in their decisions, and, for those in
the Al-assisted condition, the extent to which the Al system influenced
their responses.



Y. Sun et al.

» Fraud detection accuracy. Fraud detection accuracy referred to
participants’ ability to correctly identify a presented communi-
cation as fraudulent. For each scenario, responses were coded
as accurate (1) if the participant correctly classified the message
as a scam and inaccurate (0) otherwise. Because all experimen-
tal stimuli were constructed as simulated fraud scenarios, this
measure reflected participants’ success in recognizing deceptive
communications under ecologically valid conditions. In addition
to overall performance, fraud detection accuracy was also exam-
ined separately across the six fraud categories in order to assess
whether some scam types were more difficult to recognize than
others.

Risky behavioral intention. Risky behavioral intention captured
participants’ stated willingness to engage with a suspicious com-
munication in ways that could increase their vulnerability to
fraud. Depending on the scenario, this included actions such
as clicking a link, replying to a message, providing informa-
tion, continuing an interaction, making a payment, or otherwise
complying with the request. In the final study, this outcome
was measured using a five-point Likert-type item tailored to
the scenario-specific risky action, ranging from 1 = definitely
would not do this to 5 = definitely would do this. Higher scores
therefore indicated greater willingness to engage in potentially
unsafe actions. A Likert-type format was used rather than a binary
yes/no response because the scenarios differed in the type and
perceived severity of the requested action, and the study aimed
to capture graded levels of behavioral intention rather than only
final compliance or non-compliance.

Decision confidence. Decision confidence captured participants’
self-reported certainty in their fraud-related judgment for each
scenario. After making a decision, participants rated how confi-
dent they were that their evaluation was correct. This measure
was included to assess participants’ subjective certainty and to
distinguish between decisions made confidently and those made
with hesitation or uncertainty. It was also useful for interpreting
whether AI assistance improved not only decision quality but
also the degree to which participants felt assured about their
judgments.

Decision time. Decision time was defined as the time required for
participants to evaluate each scenario and submit their response.
This measure was automatically recorded by the study platform
from the moment the scenario was opened to the moment the
decision was finalized. Decision time was included as an indicator
of cognitive effort and processing demand. It also provided insight
into whether Al assistance reduced decision burden by facili-
tating faster judgments or instead encouraged more deliberative
processing of suspicious messages.

Treatment check and intervention engagement. For partici-
pants in the Al-assisted condition, treatment exposure was as-
sessed using system-recorded interaction logs. Specifically, Al
consultation frequency referred to the proportion of scenarios in
which participants opened and viewed the AI support output
during the exposure phase. The platform also recorded whether
participants viewed only the risk assessment or additionally ac-
cessed the explanatory rationale and recommended action. These
measures were used to verify the extent to which participants
assigned to the Al-assisted condition were actually exposed to
and engaged with the intervention. Participants in the control
condition did not have access to the Al decision-support functions.
Al-assisted decision revision. Separately from the treatment
check, Al-assisted decision improvement captured whether partici-
pants revised their initial judgment after consulting the AI system
and whether that revision resulted in a safer or more accurate
final decision. Improvement was coded positively when the final
decision became more accurate or less risky after Al consultation,
negatively when the final decision became less accurate or more

10
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risky, and neutrally when no substantive change occurred. This
measure was treated as an intervention-related process outcome
rather than as an indicator of treatment exposure.

Post-study evaluative measures. At the end of the exposure
phase, participants completed a follow-up questionnaire assessing
several evaluative constructs relevant to the intervention. These
included perceived usefulness of the AI system, trust in Al-generated
advice, perceived realism of the fraud scenarios, and self-reported
confidence in fraud detection. Although these measures were col-
lected after the main exposure phase, they formed part of the
overall measurement framework because they provided important
contextual information for interpreting participants’ behavioral
responses and experiences with the Al-assisted decision support
system.

All scenario-level measures were collected through the study plat-
form immediately after exposure to each simulated fraud message.
Fraud detection accuracy was obtained from participants’ binary classi-
fication of whether the presented communication was fraudulent, with
correct identification coded as 1 and incorrect identification coded as
0. Risky behavioral intention was derived from participants’ reported
willingness to engage in scenario-relevant actions, such as clicking a
link, replying to the sender, providing information, making a payment,
or continuing the interaction. These responses were recorded using
five-point Likert-type ratings, with higher scores indicating greater
willingness to engage in potentially unsafe actions. Decision confidence
was measured by asking participants to rate how certain they were that
their judgment was correct immediately after each scenario, using a
Likert-type confidence scale. Decision time was automatically recorded
by the platform as the interval between opening the scenario and
submitting the final response.

For participants in the Al-assisted condition, the platform addition-
ally logged AI interaction behavior. Specifically, the system recorded
whether participants opened the AI support output, whether they
viewed only the risk label or also examined the explanatory rationale
and recommended action, and whether their final decision changed
after consultation. Al-assisted decision improvement was derived by
comparing participants’ initial judgment with their final judgment after
viewing the AI output; decision changes were coded according to
whether they led to a safer or more accurate outcome, a less safe or
less accurate outcome, or no substantive change. At the end of the 10-
day exposure period, participants completed a follow-up questionnaire
assessing perceived usefulness of the Al system, trust in Al-generated
advice, perceived realism of the fraud scenarios, and self-reported
confidence in fraud detection, with responses recorded on Likert-type
scales and aggregated at the construct level where appropriate.

3.6. Data analysis

The data analysis strategy was designed to match the repeated-
exposure and mixed-methods nature of the study. Because each par-
ticipant responded to multiple fraud scenarios across the 10-day study
period, the dataset had a nested structure in which scenario-level
observations were clustered within participants. To account for this
non-independence, the primary quantitative analyses were conducted
using multilevel regression models. This approach allowed us to exam-
ine both between-group differences (Al-assisted vs. control; younger vs.
older groups) and within-person variation across fraud types while ap-
propriately modeling repeated observations from the same participant.
Before testing the substantive research questions, treatment adherence
in the Al-assisted condition was examined using system-recorded in-
teraction logs. Specifically, Al consultation frequency and engagement
with the explanatory and recommended-action components were sum-
marized to assess the extent to which participants actually accessed
and used the assigned intervention. These treatment-check measures
were analyzed separately from the study outcomes. Fraud detection
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accuracy and risky behavioral intention were treated as the primary be-
havioral outcomes, decision confidence and decision time as secondary
outcomes, and Al-assisted decision revision as an intervention-related
process outcome.

The primary analyses focused on the two main behavioral outcomes
of the study: fraud detection accuracy and risky behavioral intention.
Fraud detection accuracy was coded as a binary outcome indicating
whether a participant correctly identified a presented communication
as fraudulent. Accordingly, this variable was analyzed using multilevel
logistic regression. Risky behavioral intention, which reflected partic-
ipants’ willingness to engage in scenario-relevant risky actions, was
measured using five-point Likert-type responses in the final dataset
and was therefore analyzed using linear mixed-effects models. This
format was selected because risky responses varied across scenarios,
including clicking links, replying to messages, providing information,
making payments, or continuing interaction. A graded Likert-type mea-
sure allowed us to capture variation in willingness to engage in these
potentially unsafe actions, rather than reducing responses to a binary
comply/do-not-comply distinction. In both cases, the fixed effects in-
cluded AI condition (Al-assisted vs. control), age group (younger vs.
older groups), and fraud type (the six scam categories), together with
their interaction terms. Participant was entered as a random intercept
to account for stable between-person differences in baseline fraud
susceptibility and decision style. Baseline covariates, including digital
literacy, prior fraud exposure, perceived fraud risk, and daily digital
use, were included in adjusted models where appropriate. The general
model structure for the primary analyses was as follows:

Outcome ~ AICondition X AgeGroup X FraudT ype + BaselineCovariates
+ (1 | Participant)

where Outcome referred to either fraud detection accuracy or risky
behavioral intention. This modeling strategy enabled us to test the
overall effectiveness of Al-assisted support, age-related differences in
fraud-related decision making, and whether the intervention effect
varied across scam categories.

Secondary analyses were conducted for decision confidence and deci-
sion time. Because these variables were treated as continuous outcomes,
they were analyzed using linear mixed-effects models with the same
fixed-effect structure as the primary models. Decision confidence was
analyzed to examine whether Al-assisted support increased partici-
pants’ subjective certainty in their judgments, whereas decision time
was analyzed as an indicator of cognitive effort and deliberation.
These analyses were intended to determine whether AI support af-
fected not only decision quality, but also the subjective and temporal
characteristics of fraud-related decision making.

To further examine differences across the six scam categories,
fraud-type-specific descriptive and comparative analyses were also
conducted. Specifically, fraud detection accuracy and risky behavioral
intention were summarized separately for financial/payment fraud,
cyber/technical fraud, social relationship scams, consumer fraud, gov-
ernment or institutional impersonation fraud, and social media scams.
These analyses were used to identify which scam types were most
difficult to detect, which elicited the highest level of risky compliance,
and whether the effectiveness of Al-assisted support was stronger for
some fraud categories than for others.

For participants in the Al-assisted condition, treatment-adherence
and intervention-related process measures were analyzed separately.
Al consultation frequency and engagement with the explanatory and
recommended-action components were summarized as
treatment-adherence indicators, as described above. Separately, AI-
assisted decision revision was examined by comparing participants’ initial
judgments with their final judgments after consultation with the AI
output. This process analysis was used to characterize whether decision
revisions following Al consultation were associated with safer or more
accurate final responses.
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The post-study evaluative measures, including perceived usefulness
of the AI system, trust in Al-generated advice, perceived realism of
the fraud scenarios, and self-reported confidence in fraud detection,
were analyzed using descriptive statistics and between-group compar-
isons. These analyses were intended to complement the scenario-level
behavioral data by capturing participants’ overall perceptions of the
intervention and the ecological plausibility of the study materials.

Statistical assumption checks. Prior to inferential analysis, the
assumptions associated with each statistical procedure were examined.
For the linear mixed-effects models, the distribution of model residuals
was evaluated using Q-Q plots and Shapiro-Wilk tests, while residual-
versus-fitted plots were inspected for evidence of heteroscedasticity.
Standardized residuals were also examined to identify extreme ob-
servations. Model convergence and multicollinearity among the fixed
effects were assessed before interpreting the model estimates. The
diagnostic results indicated no substantial violations of residual normal-
ity or homoscedasticity, and all fitted models converged successfully
without evidence of problematic multicollinearity. For the multilevel
logistic regression models, normality of the binary outcome was not
assumed; instead, model convergence, dispersion, and residual diagnos-
tics were examined to assess model adequacy. No substantial evidence
of model misspecification was observed. For one-way ANOVA and
independent-samples and one-sample 7-tests, distributional assumptions
were assessed using Q-Q plots and Shapiro-Wilk tests. Homogeneity of
variance for between-group comparisons was evaluated using Levene’s
test. No substantial violations were identified for the reported paramet-
ric comparisons. Finally, expected cell frequencies were examined for
categorical comparisons. Fisher’s exact test, or its extension for larger
contingency tables, was used instead of Pearson’s y? test when expected
frequencies were insufficient for the asymptotic approximation.

Finally, the qualitative interview data were analyzed using thematic
analysis. The analysis focused primarily on semantic coding, meaning
that codes were developed from the explicit content of participants’
accounts rather than from inferred latent meanings. All interview tran-
scripts were first read in full by two members of the research team
to gain familiarity with the data. The two coders then independently
coded an initial subset of transcripts and developed preliminary codes
related to participants’ fraud-detection strategies, the cues they relied
on when making judgments, their experiences of uncertainty, and their
perceptions of the usefulness and trustworthiness of the Al system.
Inter-coder agreement for this initial coding stage was high, with
Cohen’s ¥k = 0.89, indicating strong consistency before discussion
and reconciliation. After this initial coding stage, the coders held
a theming meeting to compare codes, resolve discrepancies through
discussion, and develop a shared coding framework. The remaining
transcripts were then coded using this framework, with new codes
added where necessary. A second theming meeting was held to review
the final code structure, merge overlapping codes, and organize the
codes into broader themes. Disagreements were resolved through dis-
cussion between the two coders, and a third member of the research
team reviewed the final themes to check whether they were clearly
supported by the interview data. The qualitative analysis required
approximately 36 person-hours in total, including transcript familiar-
ization, independent coding, theming meetings, discrepancy resolution,
and final theme review. The qualitative findings were used to enrich the
interpretation of the quantitative results, particularly in understanding
why Al support was helpful or unhelpful in different fraud contexts and
how participants experienced the intervention under ecologically valid
conditions.

4. Results
4.1. Treatment check

Treatment adherence was examined before testing the substantive
research questions. By design, participants in the control condition
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Table 8

Descriptive results for RQ1 by age group and decision-support condition.
Measure YA-Control YA-AI OA-Control OA-AL
Fraud detection accuracy, 0.71 (0.10) 0.86 (0.08) 0.62 (0.12) 0.79 (0.10)
Mean (SD)
Risky behavioral intention, 2.48 (0.42) 1.89 (0.39) 3.01 (0.47) 2.34 (0.44)
Mean (SD)
Decision confidence, Mean 3.42 (0.51) 3.78 (0.47) 3.26 (0.49) 3.61 (0.46)
(SD)
Decision time (seconds), Mean 12.9 (4.4) 21.6 (6.0) 19.8 (6.7) 30.5 (7.5)
(SD)

Note. YA = younger group; OA = older group. Higher values for risky behavioral intention indicate greater willingness to engage in potentially
unsafe actions. Risky behavioral intention was measured on a five-point Likert-type scale, with higher values indicating greater willingness to

engage in potentially unsafe actions.

completed the fraud-detection tasks without access to the Al decision-
support functions, whereas participants assigned to the Al-assisted
condition could access the system-generated risk assessment, explana-
tion, and recommended action. System interaction logs showed that
participants in both age groups engaged with the assigned intervention.
Younger participants consulted the AI support for an average of 84% of
available scenarios (S D = 0.11), whereas older participants consulted it
for 63% (SD = 0.14). Among scenarios in which the Al system was con-
sulted, the recommended-action component was viewed in 56% (SD =
0.18) of consultations by younger participants and 78% (SD = 0.15) by
older participants. These usage patterns indicate substantial exposure to
the Al intervention in both age groups, while also showing age-related
differences in how participants engaged with its components. These
measures were used solely as indicators of treatment adherence and
were analyzed separately from the behavioral and intervention-related
outcomes reported below.

4.2. Effects of Al-assisted decision support on fraud detection and risky
behavioral intention (RQ1)

In this section, we examined whether access to the Al-assisted de-
cision support system improved participants’ fraud detection accuracy
and reduced risky behavioral intention relative to unaided judgment.
Because participants completed repeated fraud-detection tasks across
the 10-day online lab-in-the-field experiment, the analyses combined
descriptive comparisons at the group level with multilevel regression
models at the scenario level. In addition to the two primary outcomes,
we also examined decision confidence, decision time, and intervention-
related decision-revision outcomes to better understand the behavioral
and process-level effects of the intervention across age groups.

Table 8 presents the descriptive results for the four experimental
groups. Overall, participants in the Al-assisted condition showed higher
fraud detection accuracy and lower risky behavioral intention than
those in the control condition in both age groups. Younger group in
the Al-assisted condition achieved the highest accuracy, whereas older
group in the control condition showed the lowest accuracy and the
highest level of risky behavioral intention. Older group also required
more time to make decisions than younger group across both condi-
tions. Participants in the Al-assisted condition took longer to complete
each scenario than those in the control condition.

To formally test these patterns, multilevel regression models were
estimated with participant as a random intercept and fraud type in-
cluded as a repeated within-person factor. The results are summarized
in Table 9. For fraud detection accuracy, Al-assisted decision support
showed a significant positive effect, indicating that participants with
access to Al were substantially more likely to correctly identify fraudu-
lent communications than those in the control condition. Participants in
the older group showed significantly lower detection accuracy than the
younger group overall. For risky behavioral intention, Al-assisted support
was associated with a significant reduction in participants’ willingness
to comply with suspicious requests, whereas the older group showed
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significantly higher risky behavioral intention than the younger group,
suggesting that the intervention was beneficial in both age groups,
even though the older group remained relatively more vulnerable
overall.

The descriptive and inferential results consistently indicate that AI-
assisted support improved performance on the core fraud-detection
task. Compared with unaided participants, those in the Al-assisted
condition were more accurate in identifying scams and less willing
to engage in risky actions. At the same time, the older group re-
mained more vulnerable overall, as reflected in both lower detection
accuracy and higher risky behavioral intention, and took significantly
longer to make decisions than the younger group. Additional analyses
within the Al-assisted condition examined decision revisions following
Al consultation. As shown in Table 10, the proportion of scenarios
involving a safer decision revision was significantly higher among
older participants than among younger participants. Among decisions
that were revised after Al consultation, successful avoidance rates
were high in both age groups and did not differ significantly be-
tween them. These process outcomes were analyzed separately from
the treatment-adherence measures reported in the Treatment Check
section.

Taken together, the results for RQ1 provide converging evidence
that Al-assisted decision support improved fraud-related decision mak-
ing in the simulated digital fraud scenarios. The intervention signif-
icantly increased fraud detection accuracy and reduced risky behav-
ioral intention relative to unaided human judgment. Older participants
nevertheless showed greater overall vulnerability and longer decision
times. Within the Al-assisted condition, decision revisions following
Al consultation were frequently associated with safer final responses
in both age groups, providing additional process-level evidence on
how participants used the intervention during fraud-related decision
making.

4 Findings for RQ1: Al-assisted decision support significantly improved
fraud detection accuracy and reduced risky behavioral intention relative to
unaided judgment. Although older group showed greater vulnerability and
longer decision times, Al-supported decision revisions in both age groups
were largely associated with safer final responses.

4.3. Age-related vulnerability patterns across scam types and the moderat-
ing role of Al-assisted support (RQ2)

In this section, we examined age-related fraud vulnerability by com-
paring younger and older group across the six fraud categories and by
assessing whether Al-assisted support reduced the proportion of risky
or deceptive responses within each age group. Table 11 summarizes
the number of deceptive or risky responses out of the total number
of scenario exposures across the four experimental groups. Across the
10-day study period, each group encountered an equivalent number of
exposures within each fraud category, allowing direct comparison of
scam-specific vulnerability rates. In the control condition, the younger
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Table 9
Multilevel regression results for the primary and secondary RQ1 outcomes with effect sizes.

Predictor Estimate SE Test statistic P Effect size
Fraud detection accuracy (multilevel logistic regression)

Al condition (Al vs. control) 1.08 0.24 z=4.50 < 0.001 OR = 2.94
Age group (older vs. younger) -0.76 0.26 z=-292 0.003 OR = 0.47
Al x Age group 0.19 0.21 z=10.90 0.365 OR = 1.21
Fraud type - - 72(5) =18.42 0.002 w=0.15
Risky behavioral intention (linear mixed-effects model)

Al condition (Al vs. control) -0.56 0.09 t=-6.22 < 0.001 r=-.22
Age group (older vs. younger) 0.43 0.10 t =430 < 0.001 r=0.15

Al x Age group —-0.08 0.07 t=-1.07 0.286 r=-.04
Fraud type - - F(5,792) =791 < 0.001 'Iﬁ =0.048
Decision confidence (linear mixed-effects model)

Al condition (Al vs. control) 0.31 0.11 1=282 0.005 r=0.10
Age group (older vs. younger) -0.14 0.11 t=-1.27 0.205 r=-.05
Al x Age group 0.03 0.08 t=0.38 0.706 r=20.01
Decision time (linear mixed-effects model)

Al condition (AI vs. control) 9.70 1.02 t=9.51 < 0.001 r=0.32
Age group (older vs. younger) 7.90 1.11 t=7.12 < 0.001 r=025

Al x Age group 2.00 1.44 t=139 0.165 r=20.05

Note. Positive coefficients for fraud detection accuracy indicate better performance; negative coefficients for risky behavioral intention indicate
lower vulnerability. For logistic regression, odds ratios (ORs) are reported as effect sizes; for linear mixed-effects models, approximate partial r
values are reported; for omnibus fraud-type effects, Cohen’s w or partial eta-squared (n‘f) is reported. Practical significance: Al support nearly
tripled the odds of correct fraud detection, reduced risky behavioral intention by 0.56 points on a five-point scale, modestly increased decision
confidence, and increased decision time by approximately 9.70 s, suggesting safer and more deliberative fraud-related decision making.

Table 10

Al-assisted decision revision outcomes within the Al-assisted condition.
Measure Younger group Older group Statistic P
Al-assisted decision improvement 0.22 (0.09) 0.31 (0.11) 1(34) = —2.43 0.020

(proportion of scenarios with safer
revision), Mean (SD)

Successful avoidance after Al-based
revision, n (%)

31/35 (88.6%) 44/48 (91.7%) Fisher’s exact test 0.716

Note. Al-assisted decision improvement refers to the proportion of scenarios in which consultation with the AI system was followed by a safer
or more accurate final decision. Successful avoidance after Al-based revision refers to the proportion of revised decisions that resulted in a safer
final response, such as refusing to click a link, declining to reply, or withholding personal or financial information. Fisher’s exact test was used

for the successful-avoidance comparison because of small expected cell frequencies.

group showed the highest deceptive-response rates for social-media
fraud and consumer fraud, whereas the older group showed the high-
est deceptive-response rates for government/institutional imperson-
ation fraud and financial/payment fraud. In the Al-assisted condition,
deceptive-response rates were lower in both age groups across all fraud
categories.

A closer inspection of the scenarios that were most frequently
misclassified as safe or elicited willingness to comply with the fraudu-
lent request revealed a common pattern across age groups. Many of
these scenarios involved relatively small monetary amounts and low-
threshold requests, such as paying a modest deposit, scanning a QR
code to join a promotional group after a small payment, or responding
to a supposed government or inspection-related visit that requested a
minor service fee. Compared with scams involving large and obviously
risky transfers, these low-cost requests appeared to reduce participants’
sense of danger and increase their willingness to “try” or comply,
especially when the message also included cues of convenience, le-
gitimacy, or limited-time benefit. For younger group, this pattern was
particularly visible in social-media- and consumption-related scenarios,
where small payments were framed as part of promotions, discounts,
or platform-based opportunities. For older group, it was more visible
in authority-based scenarios, such as impersonation messages or in-
person inspection requests, where small fees were presented as routine,
necessary, or officially required. Importantly, the Al-assisted condition
reduced deceptive responses in both age groups, with particularly
visible reductions in the scam categories that produced the highest
baseline vulnerability for each group. These findings suggest that age-
related fraud vulnerability is shaped not only by scam type, but also by
how fraudulent requests are framed as low-cost, reasonable, or routine,
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thereby lowering suspicion and increasing compliance. In this sense,
the findings indicate that the persuasive power of these scams may lie
less in the absolute amount requested than in the perception that the
request is minor, manageable, and therefore not worth scrutinizing in
depth.

To formally test these patterns, a multilevel logistic regression
model was estimated with deceptive response as the binary outcome.
The model included AI condition, age group, fraud type, and their
interaction terms, with participant entered as a random intercept. The
results are summarized in Table 12. The omnibus interaction between
age group and fraud type was statistically significant, indicating that
younger and older groups showed different fraud-category-specific vul-
nerability profiles. The interaction between Al condition and fraud type
approached, but did not reach, conventional statistical significance,
suggesting a possible tendency for the effect of Al-assisted support to
vary across fraud categories. Similarly, the omnibus interaction be-
tween age group and fraud type was statistically significant, indicating
that deceptive-response likelihood varied across fraud categories differ-
ently for the two age groups. The interaction between Al condition and
fraud type approached, but did not reach, conventional statistical sig-
nificance. The three-way interaction between Al condition, age group,
and fraud type was also suggestive but not statistically significant at
the conventional .05 level. Therefore, the fraud-category-specific com-
parisons reported below should be interpreted as descriptive patterns
rather than confirmatory evidence of differential intervention effects by
age group and fraud category.

To clarify the interaction patterns, follow-up comparisons were
conducted within each age group. Among younger group, the highest
deceptive-response rates in the control condition were observed for so-
cial media scams (38.9%) and consumer fraud (36.1%). In the Al-assisted



Y. Sun et al.

Computers in Human Behavior 186 (2027) 109156

Table 11
Deceptive or risky responses out of total exposures by age group, Al condition, and fraud type.
Fraud type YA-Control YA-AL OA-Control OA-AIL

Financial/Payment Fraud
Cyber/Technical Fraud
Social Relationship Scams
Consumer Fraud
Government/Institutional
Impersonation Fraud
Social Media Scams

7/36 (19.4%)
8/36 (22.2%)
10/36 (27.8%)
13/36 (36.1%)
8/36 (22.2%)

5/36 (13.9%)
5/36 (13.9%)
7/36 (19.4%)
10/36 (27.8%)
6/36 (16.7%)

13/36 (36.1%)
9/36 (25.0%)
8/36 (22.2%)
7/36 (19.4%)
14/36 (38.9%)

10/36 (27.8%)
7/36 (19.4%)
6/36 (16.7%)
5/36 (13.9%)
10/36 (27.8%)

14/36 (38.9%)
60/216 (27.8%)

11/36 (30.6%)
44/216 (20.4%)

7/36 (19.4%)
58/216 (26.9%)

5/36 (13.9%)
43/216 (19.9%)

Total

Note. Values are presented as deceptive or risky responses/total exposures (%). A deceptive or risky response refers to a judgment or intended
action indicating vulnerability to the fraud scenario, such as misclassifying the message as safe or expressing willingness to comply with the
fraudulent request. YA = younger group; OA = older group.

Table 12
Multilevel logistic regression results for deceptive-response likelihood in RQ2 with effect sizes.

Predictor Estimate SE Test statistic p Effect size
Al condition (AI vs. control) -0.42 0.13 z=-323 0.001 OR = 0.66
Age group (older vs. younger) —-0.04 0.12 z=-0.33 0.734 OR = 0.96
Fraud type - - 72(5) =24.81 <0.001 w=0.17
Al x Age group 0.03 0.10 z=0.30 0.781 OR = 1.03
Age group x Fraud type - - 72(5) = 17.66 0.003 w=0.14
Al x Fraud type - - 72(5)=10.94 0.052 w=0.11
Al x Age group x Fraud type - - 125 =9.87 0.079 w=0.11

Note. The dependent variable was deceptive response likelihood at the scenario level. Negative coefficients for Al condition indicate reduced
susceptibility in the Al-assisted condition. Odds ratios (ORs) are reported as effect sizes for model coefficients, and Cohen’s w is reported for
omnibus y? effects. Practical significance: Al support was associated with approximately 34% lower odds of deceptive responses, while the
small fraud-type and age-by-fraud-type effects indicate category-specific vulnerability patterns; the Al-by-fraud-type and three-way effects should

be interpreted as descriptive trends.

Table 13

Reduction in deceptive responses from control to Al-assisted condition by age group and fraud type.

Younger group:
Relative reduction

Older group:
Absolute reduction

Older group:
Relative reduction

Fraud type Younger group:
Absolute reduction

Financial/Payment Fraud 5.5% 28.6%
Cyber/Technical Fraud 8.3% 37.5%
Social Relationship Scams 8.4% 30.0%
Consumer Fraud 8.3% 23.1%
Government/Institutional 5.5% 25.0%
Impersonation Fraud

Social Media Scams 8.3% 21.4%

8.3% 23.1%
5.6% 22.2%
5.5% 25.0%
5.5% 28.6%
11.1% 28.6%
5.5% 28.6%

Note. Absolute reduction refers to the percentage-point decrease in deceptive responses between the control and Al-assisted conditions. Relative
reduction refers to the proportional decrease relative to the control-group baseline within the same age group.

condition, these rates declined to 30.6% and 27.8%, respectively, indi-
cating meaningful reductions in the scam categories to which younger
participants were initially most vulnerable. Among older group, the
highest deceptive-response rates in the control condition were observed
for government or institutional impersonation fraud (38.9%) and finan-
cial/payment fraud (36.1%). In the Al-assisted condition, both rates
declined to 27.8%. These descriptive patterns suggest that although
vulnerability profiles differed across age groups, Al-assisted support
was associated with lower susceptibility in the fraud categories that
posed the greatest risk to each group.

For completeness, Table 13 reports the absolute and relative re-
duction in deceptive responses for each fraud category within each
age group. The largest reductions for the younger group were ob-
served in social media scams, followed by consumer fraud, whereas the
largest reductions for the older group were observed in government or
institutional impersonation fraud and financial/payment fraud. This age-
specific pattern is consistent with the theoretical expectation that fraud
vulnerability is shaped by an interaction between user characteristics
and task characteristics, and that Al support is especially useful when it
helps users identify the deceptive cues most relevant to the scam types
to which they are most vulnerable.
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& Findings for RQ2: Fraud vulnerability followed different scam-type pat-
terns in younger and older groups, rather than being uniformly distributed
across age groups. Importantly, Al-assisted decision support substantially
reduced deceptive responses in the scam categories that posed the greatest
risk for each group, suggesting that the intervention was effective in
addressing age-specific vulnerability profiles.

4.4. Participants’ perceptions and experiences of the Al-assisted decision
support system (RQ3)

In this section, we examined participants’ post-study evaluations of
the Al-assisted decision support system and analyzed the qualitative
interview data collected after the 10-day exposure period. This part of
the analysis focused on how participants perceived the system in terms
of usefulness, trust, realism, and confidence, as well as how they described
their actual experiences of using the AI support while responding to
suspicious messages in ecologically valid fraud scenarios.

Table 14 presents the descriptive results for the post-study eval-
uative measures in the Al-assisted condition by age group. Overall,
participants in both age groups reported relatively positive evaluations
of the intervention. Perceived usefulness received the highest ratings
in both groups, suggesting that participants generally viewed the Al
system as helpful in making safer fraud-related decisions. Trust in Al-
generated advice was also moderately high, although younger group
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Post-study evaluative measures in the Al-assisted condition by age group with effect sizes.

Measure Younger group Older group t/Test statistic P Effect size
Perceived usefulness of the Al 4.08 (0.52) 4.24 (0.49) 1(34) = -0.95 0.349 d=-032
system, Mean (SD)

Trust in Al-generated advice, 3.91 (0.56) 3.68 (0.61) 1(34) = 1.18 0.246 d =039
Mean (SD)

Perceived realism of the fraud 4.02 (0.47) 4.11 (0.50) 1(34) = -0.56 0.579 d=-0.19
scenarios, Mean (SD)

Self-reported confidence in 3.84 (0.51) 4.03 (0.55) 1(34) = —1.08 0.287 d=-036
fraud detection after the

study, Mean (SD)

Intention to use a similar Al 4.16 (0.58) 3.89 (0.63) 1(34) = 1.34 0.189 d =045

tool in daily life, Mean (SD)

Note. Ratings were recorded on a 5-point Likert scale, with higher scores indicating more positive evaluations. Results are reported for participants
in the Al-assisted condition only. Cohen’s d is reported as the effect size for age-group comparisons, with positive values indicating higher
ratings in the younger group. Practical significance: between-age differences were small to moderate, suggesting that both age groups evaluated

the Al-assisted system broadly positively.

Table 15

One-sample tests of post-study evaluative measures against the scale midpoint with effect sizes.

Measure Group Mean (SD) t p Effect size
Perceived usefulness of the Al system Younger group 4.08 (0.52) 8.78 < 0.001 d, =207

Older group 4.24 (0.49) 10.72 < 0.001 d, =253
Trust in Al-generated advice Younger group 3.91 (0.56) 6.88 < 0.001 d, =162

Older group 3.68 (0.61) 4.76 < 0.001 d,=1.12
Perceived realism of the fraud Younger group 4.02 (0.47) 9.10 < 0.001 d, =214
scenarios

Older group 4.11 (0.50) 9.39 < 0.001 d, =221
Self-reported confidence in fraud Younger group 3.84 (0.51) 6.99 < 0.001 d, =1.65
detection after the study

Older group 4.03 (0.55) 7.95 < 0.001 d, =187
Intention to use a similar Al tool in Younger group 4.16 (0.58) 8.53 < 0.001 d, =201
daily life

Older group 3.89 (0.63) 5.35 < 0.001 d, =126

Note. The comparison midpoint was 3 on a 5-point Likert scale. Cohen’s d, is reported as the effect size for one-sample comparisons. Practical
significance: the large effect sizes indicate that both age groups rated the Al-assisted system meaningfully above the neutral midpoint across

usefulness, trust, realism, confidence, and future-use intention.

reported slightly higher trust than older group. At the same time, older
group gave somewhat higher ratings to the perceived usefulness of the
system and to the confidence they felt after using it, indicating that
although they were initially more cautious, they may have benefited
more strongly from concrete decision support once they engaged with
it. Ratings of scenario realism were high in both groups, suggesting
that the fraud materials were experienced as sufficiently plausible and
relevant to everyday digital communication.

To further examine participants’ overall attitudes toward the in-
tervention, we conducted one-sample comparisons against the scale
midpoint. As shown in Table 15, perceived usefulness, perceived real-
ism, and intention to use a similar Al tool in daily life were significantly
above the midpoint in both age groups. Trust in Al-generated advice
was also above the midpoint, although the effect was somewhat weaker
among the older group. These results suggest that participants gener-
ally viewed the Al-supported intervention as meaningful, usable, and
relevant, even if their degree of trust varied somewhat across age
groups.

Taken together, the quantitative evaluative measures indicate that
the Al-assisted system was generally well received. Participants in both
age groups considered it useful and realistic, and most indicated that
they would be willing to use a similar tool in daily life. At the same
time, the pattern of means suggests a subtle age-related difference in
how participants approached the intervention: the younger group re-
ported somewhat greater trust in the Al output and stronger willingness
to use such a system again, whereas the older group reported slightly
higher usefulness and greater post-study confidence. This pattern is
consistent with the possibility that the younger group was more com-
fortable adopting the tool, while the older group may have depended
more strongly on the guidance once they decided to use it.
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The interview data provided further insight into how participants
experienced the Al-assisted system and how they interpreted fraud-
related decision making in realistic digital contexts. Thematic analysis
identified four recurring themes: AI as immediate support under uncer-
tainty, trust shaped by explanation rather than automation alone, low-cost
scams as psychologically easy to accept, and age-specific interpretations
of credibility and compliance. Table 16 summarizes these themes and
their implications for understanding participants’ experiences of the
intervention.

Participants across both age groups frequently described the Al
system as particularly valuable when suspicious messages arrived at
moments of uncertainty and immediate human advice was not avail-
able. As one younger participant noted, “When these messages come
suddenly, you usually don’t stop to think carefully. If the AI immedi-
ately points out the risky part, it feels like someone is reminding you to
slow down”. A similar pattern was reflected in the responses of other
younger participants, many of whom described the system as a form
of instant second opinion that was especially useful during ambiguous
or time-pressured situations. Older participants also emphasized this
immediacy, although they were more likely to describe the system
in practical rather than technological terms. One older participant
explained, “If nobody around me answers in time, having something that
tells me what to pay attention to is still better than deciding by myself in a
hurry”.

At the same time, the interviews showed that trust in the Al system
was not unconditional. Participants repeatedly stated that they were
more willing to rely on the AI output when it included an explanation
of suspicious cues rather than only a risk label. One younger participant
commented, “I don’t just want it to say high risk. I want to know why. If
it tells me the link is strange or the message is using pressure, then I trust
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Theme Description

Interpretive significance

Al as immediate support
under uncertainty

Trust shaped by explanation
rather than automation alone

Low-cost scams as
psychologically easy to accept
more “worth trying.”
Age-specific interpretations of
credibility and compliance

politeness.

Participants described the AI system as useful when
suspicious messages arrived unexpectedly and there
was no one immediately available to consult.
Participants were more willing to rely on Al when the
system explained why a message appeared risky rather
than simply labeling it as dangerous.

Participants reported that small payments, deposits, or
minor fees often felt less threatening and therefore

Younger and older groups described different reasons
for trusting suspicious messages, including platform
familiarity, social convenience, authority cues, and

Highlights the practical value of AI
at the moment of risk, especially in
time-sensitive fraud situations.
Suggests that interpretability is
central to the acceptance of
Al-supported fraud detection.
Explains why some fraud scenarios
elicited deceptive responses despite
awareness of possible risk.
Supports the finding that
vulnerability differs across age
groups not only in degree, but also
in underlying decision logic.

it more”. Similar comments were made by other younger participants,
who often framed trust in terms of transparency and logic. Among
the older group, trust was more mixed. Some participants appreciated
the clarity of the recommended action, but others expressed hesitation
toward relying on an electronic system. One older participant stated,
“A machine has no feelings. Sometimes I still don’t feel comfortable trusting
it completely, even if it seems useful”. Several other older participants
voiced comparable reservations, suggesting that emotional distance
from digital devices may be one source of resistance to Al-supported
fraud prevention.

The interviews also helped explain why certain scam categories
were especially persuasive. Across both age groups, many deceptive
responses were associated with scams involving small monetary amounts
or requests that appeared minor, routine, or easy to reverse. Younger
participants frequently described these scenarios as not seeming serious
enough to justify strong caution. One younger participant remarked,
“If it’s only a small amount, like a deposit or a fee to join something,
people think maybe it’s worth trying”. Similar statements were made by
other younger participants, especially in relation to social media and
consumer fraud scenarios. In these cases, the low-cost framing appeared
to reduce perceived risk and encourage exploratory compliance. This
pattern helps explain why the younger group was particularly vulner-
able to promotion-based or platform-based scams involving apparently
manageable amounts of money.

For older group, by contrast, the interviews suggested that trust
was more often shaped by cues of authority, politeness, and procedural
legitimacy. Several older participants reported difficulty distinguishing
genuine from fake government or institutional representatives, espe-
cially when the communication was delivered in a calm, formal, or
respectful manner. One older participant explained, “If someone says
they are from a government office and they speak politely and clearly, it is
easy to think they are genuine”. Other older participants described similar
experiences, noting that they were more likely to trust authority-based
requests when they appeared orderly, routine, and not excessively
aggressive. This pattern was especially evident in the government
impersonation and financial/payment scenarios, where small fees or
official-sounding requests were more readily interpreted as plausible.

Overall, the qualitative findings complement the quantitative results
by showing that participants generally perceived the Al-assisted system
as useful and realistic, but that their trust in and reliance on the system
depended on both the form of the AI explanation and the nature of the
fraud context. Younger participants tended to value speed, flexibility,
and cue-based reasoning, while older participants relied more heavily
on concrete recommendations once they engaged with the system, even
though some remained hesitant toward technology itself. The interview
data therefore reinforce the conclusion that the effectiveness of Al-
assisted fraud detection is shaped not only by the presence of the
tool, but also by how different users interpret its role in relation to
uncertainty, credibility, and everyday decision-making.
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4 Findings for RQ3: Participants in both age groups evaluated the Al-
assisted system positively in terms of usefulness, realism, and post-study
confidence, while trust in the system depended strongly on whether the Al
explanation was interpretable and actionable. The interview data further
showed that younger and older groups differed in how they experienced
scam credibility and Al support.

5. Discussion
5.1. Principal findings

The present study investigated whether Al-assisted decision sup-
port can reduce susceptibility to digital fraud in ecologically valid
settings and whether its effects vary across age groups and fraud
categories. Taken together, the findings across RQ1-RQ3 provide a
coherent picture. First, Al-assisted support significantly improved fraud
detection accuracy and reduced risky behavioral intention relative to
unaided human judgment. This finding extends prior fraud research,
which has largely focused on identifying risk factors associated with
victimization rather than testing real-time intervention mechanisms in
realistic decision contexts (Dada et al., 2025; Norris et al., 2019). In this
sense, the present study provides evidence that timely, task-sensitive
support can reduce fraud vulnerability at the point of risk, when
suspicious messages are encountered and users must decide how to
respond. This result is consistent with prior evidence that forewarning
can reduce fraud susceptibility among vulnerable consumers (Scheibe
et al., 2014). However, the present study extends this prevention logic
by embedding warnings within a real-time Al-assisted decision support
system that also explained suspicious cues and recommended safer
actions. The decision-time findings further suggest that Al support may
have changed not only whether participants identified fraud correctly,
but also how they approached the decision. Participants in the Al-
assisted condition took longer to complete each scenario than those in
the control condition. Because this increase in decision time occurred
alongside higher detection accuracy and lower risky behavioral inten-
tion, it may reflect more deliberative processing rather than poorer task
performance. This interpretation is consistent with the design of the
Al support, which encouraged participants to review risk assessments,
suspicious cues, and recommended actions before submitting their final
responses.

Second, our results reinforce the view that fraud vulnerability is
patterned rather than uniform. Consistent with the systematic review
by Dada et al. (2025), the younger and older groups did not display
a single, stable hierarchy of vulnerability; rather, their susceptibility
varied across fraud categories. In our study, the younger group ap-
peared more vulnerable to fraud scenarios embedded in social-media-
like and consumer-oriented contexts, whereas the older group appeared
more vulnerable to authority-based and financially framed scenarios,
particularly government/institutional impersonation fraud and finan-
cial/payment fraud. This pattern is broadly consistent with prior work
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suggesting that younger people may be more exposed to and involved
in online and platform-based fraud contexts, whereas older individuals
may face higher victimization risk in certain financially consequential
or institutionally framed fraud contexts (DeLiema et al., 2024; Kemp
& FErades Pérez, 2023; Xu et al., 2022; Yu et al., 2023). From the
perspective of the Person-Task Fit framework, these differences suggest
that fraud vulnerability may emerge when the demands of a deceptive
task align with, or exceed, users’ expectations, routines, and available
evaluative resources. Social-media and consumer-oriented scenarios
may have appeared more familiar, routine, or low-risk to the younger
group, whereas financial pressure and institutional impersonation may
have carried stronger credibility cues for the older group. Our find-
ings therefore support the argument that age differences in fraud are
better understood as fraud-category-specific vulnerability profiles than as
a simple overall age effect. Although the interaction terms involving
Al condition and fraud category should be interpreted cautiously, the
descriptive reductions suggest that Al-assisted support may be partic-
ularly useful when it highlights risk cues that users might otherwise
underestimate.

Third, the present findings highlight the importance of interpret-
ing fraud as an active decision-making process rather than merely a
background trait or static victim profile. This aligns closely with the
review’s use of the Person-Task Fit perspective, according to which
fraud vulnerability emerges from the interaction between decision-
maker characteristics, scam characteristics, and contextual conditions
(Dada et al., 2025). In our data, this interaction was evident not
only in the age-group differences across scam types, but also in the
way participants responded to low-cost and apparently manageable
fraudulent requests. As the interview data suggested, many deceptive
responses were associated with scams framed as small, routine, or
socially convenient. This interpretation resonates with prior research
showing that scam susceptibility is shaped not only by demographic
factors, but also by impulsivity, confidence, digital literacy, financial
judgment, and the structure of the decision environment itself (Du &
Chen, 2023; Kirwan et al., 2018; Sarno & Black, 2024).

Fourth, the Al-assisted intervention appears to have been especially
valuable in the scam categories that posed the greatest baseline risk for
each age group. This is an important contribution because the broader
literature has repeatedly noted that while many studies identify who
is vulnerable, much less is known about which interventions actually
reduce deception at the point of exposure (Norris et al., 2019). In
our study, AI support did not merely improve overall performance;
it helped lower deceptive responses in the precise scam categories to
which each group was most vulnerable. This pattern suggests that Al-
based support may be most effective when it helps users interpret the
cues that are especially difficult for them in a given fraud context. In
this respect, our findings complement prior phishing and online-fraud
studies showing that suspicion, discrimination accuracy, cognitive re-
flection, and decision style play important roles in detecting deceptive
communications (Butavicius et al., 2022; Jones et al., 2019; Sarno &
Black, 2024).

Finally, the qualitative findings add an important layer to the inter-
pretation of these quantitative results. Participants did not respond to
the Al system in a purely technical manner; instead, they evaluated it
through the lens of trust, immediacy, and interpretability. Many partic-
ipants appreciated the system because it provided immediate support
when human advice was unavailable, but they were more willing to
rely on it when the output explained why a message was suspicious
rather than merely labeling it as high risk. This finding is especially
important in light of prior work showing that fraud decisions are often
made under uncertainty, time pressure, and incomplete verification
opportunities (Dada et al., 2025; Grilli et al., 2021; Sarno et al., 2020).
It also helps explain why the older group in our study relied more
heavily on concrete recommended actions once they engaged with the
Al system, even though some remained initially cautious toward digital
tools.
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Taken together, the present study offers evidence that Al-assisted
decision support can play a meaningful role in reducing digital fraud
susceptibility. The findings suggest that fraud prevention is most effec-
tive when it is immediate, interpretable, and sensitive to the ways in
which different users experience different scam types. Rather than as-
suming that some people are simply resistant to fraud while others are
not, the results point toward a more realistic conclusion: vulnerability
depends on the fit between the person and the scam. In this sense, the
contribution of Al is not merely to detect fraud on behalf of users, but
to support safer judgment when people encounter precisely the kind of
deception that they are most likely to underestimate.

5.2. Implications

The results carry several practical implications. First, Al-supported
fraud prevention tools should be designed as interpretable decision aids
rather than as opaque warning systems. Risk labels alone may not be
sufficient; users appear more likely to trust and use Al support when
it highlights specific suspicious cues and offers clear recommended
actions. Second, intervention design should be tailored to scam type
and user profile. For younger users, it may be especially important to
emphasize the hidden risk of low-cost, socially embedded, or promo-
tional scams that appear minor or reversible. For older users, greater
attention may be needed for authority-based and institutionally framed
deception, especially where politeness, procedural formality, and small
official-looking fees create a false sense of legitimacy. Third, the strong
role of low-cost fraudulent requests in the interview data suggests that
anti-fraud interventions should not focus exclusively on large or ob-
viously dangerous losses. Small payments, deposits, and low-threshold
requests may be especially powerful precisely because they appear too
minor to trigger careful scrutiny.

These findings also align with recent prevention research suggesting
that the delivery format of anti-fraud advice matters. Broad awareness
campaigns or generic mass messages may have limited effects when
users encounter fraud under time pressure or emotional arousal (Jensen
et al., 2025; Kircanski et al., 2018). For older or more isolated users,
fraud-prevention advice may be more effective when it is delivered
through trusted channels and supported by interpersonal or one-to-
one guidance (Button et al., 2024). Al-assisted decision support may
therefore be most useful when it functions not merely as an automated
warning label, but as an immediate, interpretable, and action-oriented
source of support that helps users verify suspicious requests at the
moment of exposure.

Several broader recommendations follow from these findings. Edu-
cational programs should train users not only to recognize obviously
suspicious messages, but also to question requests that appear small,
routine, or socially convenient. Public communication campaigns may
benefit from emphasizing that serious fraud does not always begin
with a large transfer or dramatic threat; it often begins with a minor
action that feels harmless. Similarly, designers of digital platforms and
messaging systems should consider integrating just-in-time warning
mechanisms that make deceptive cues visible before users take action.
In institutional settings, especially those involving older participants,
Al-supported fraud warnings may be most effective when paired with
simple behavioral recommendations, such as verifying through official
channels, delaying payment, or consulting a trusted contact.

The findings also have implications for the channel design of Al-
assisted fraud prevention. Although the present study focused on web-
based simulated digital messages, fraud exposure is not limited to
text-based online communication. Recent research on telephone fraud
among older adults shows that many attempted frauds still occur
through phone-based channels, particularly among older and more
socially isolated groups (Button et al., 2025). In many real-world
cases, an initial digital message may function only as the “hook”, after
which the more intensive social engineering occurs through telephone
calls, voice messages, or other interpersonal communication channels.
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This suggests that Al-assisted fraud prevention should not be limited
to detecting suspicious written messages. Future systems may need
to support cross-channel risk assessment, including text, links, phone
numbers, call context, voice-based warnings, and guidance for verifying
suspicious requests through trusted channels.

5.3. Limitations and suggestions

The present study should be interpreted in light of several limita-
tions. First, the sample was designed as a balanced online lab-in-the-
field experimental sample across age groups and Al conditions rather
than as a demographically representative sample of the wider popula-
tion. The total sample size was modest, the younger group included a
relatively high proportion of students, and the older group covered a
broad age range of 50 years and above. In addition, because eligibility
required regular use of a smartphone or computer, individuals with lim-
ited digital engagement may be underrepresented, including some older
adults who may be more exposed to telephone-based fraud or rely less
frequently on online communication technologies. This is particularly
relevant because telephone-based scams remain important among older
populations, while social isolation and living arrangements may further
influence fraud vulnerability and access to timely support (Button et al.,
2025). The modest participant sample also limits statistical sensitivity.
The sensitivity analysis indicated that, under a conservative between-
participant specification with « = 0.05 and power of 0.80, the study
could reliably detect effects of approximately f = 0.335 or larger.
Although the repeated-exposure design provided multiple scenario-
level observations that were appropriately modeled using multilevel
analyses, these observations do not substitute for a larger number
of independent participants; consequently, smaller effects and higher-
order interactions involving Al condition, age group, and fraud type
may have been more difficult to detect reliably. The findings should
therefore be interpreted as evidence from two age-defined groups with
regular digital engagement rather than as population-level estimates,
and non-significant higher-order interactions should be interpreted cau-
tiously. Future studies should employ larger and more demographically
representative samples, distinguish more fine-grained age groups, and
extend Al-assisted fraud support to telephone-based, voice-based, and
cross-channel fraud scenarios.

Second, although the fraud scenarios were designed to be ecolog-
ically realistic, they remained simulated rather than genuinely conse-
quential. Participants encountered suspicious communications in con-
texts intended to resemble everyday digital fraud exposure, but they
did not face the full emotional, financial, and social consequences
associated with real victimization. In actual fraud situations, stress,
embarrassment, urgency, social pressure, and the perceived irreversibil-
ity of a decision may operate more strongly than in experimental
contexts. Accordingly, the present findings should be interpreted as
evidence of behavior under conditions designed to enhance ecological
realism, but not as a complete substitute for real-world fraud outcomes.
Furthermore, because the study was conducted in mainland China and
Hong Kong, the findings should be interpreted in relation to these socio-
technical and regulatory contexts. Fraud categories, communication
channels, platform use, reporting systems, and trust in institutions may
vary across countries and regions. Future research should examine
whether similar Al-assisted decision support effects are observed in
other national contexts and should adapt scenario categories to locally
prevalent fraud typologies.

Last but not least, the Al-assisted framework was evaluated as a pro-
totype decision-support system rather than as a fully mature or widely
deployed intervention tool. Its effectiveness may therefore depend on
specific design choices, including the clarity of its explanations, the
format of its warnings, the timing of its support, and the extent to which
users actively engage with the output. In particular, the interview find-
ings suggest that participants did not respond only to the presence of
Al support, but also to how interpretable, concrete, and actionable that
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support appeared. Future studies should therefore compare alternative
forms of Al explanation, different interface designs, and different levels
of automation in order to determine which configurations are most
effective for fraud prevention.

6. Conclusion

This study examined whether Al-assisted decision support can help
reduce susceptibility to digital fraud in ecologically valid settings and
whether its effects vary across age groups and fraud categories. Within
this 10-day online lab-in-the-field experiment, Al-assisted support was
associated with higher fraud detection accuracy, lower risky behav-
ioral intention, and safer intended responses when participants en-
countered simulated suspicious communications. At the same time,
the younger and older groups showed different fraud-category-specific
vulnerability patterns, with the younger group showing greater sus-
ceptibility to social-media- and consumer-oriented scenarios and the
older group showing greater susceptibility to authority-based and finan-
cially framed scenarios. Post-study questionnaire ratings and interview
findings further indicated that participants generally perceived the
Al system as useful and realistic, while trust in the system appeared
to depend on whether its guidance was interpretable, concrete, and
actionable. Overall, the study suggests that digital fraud prevention
may benefit from moving beyond static assumptions about who is or
is not vulnerable and from exploring timely, explainable, and context-
sensitive Al support as one possible way to help users respond more
safely to suspicious communications.
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Appendix. Baseline questionnaire

This questionnaire was administered before the 10-day
fraud-exposure phase. All items were structured quantitative items.
Unless otherwise stated, Likert-scale items were rated from 1 = strongly
disagree to 5 = strongly agree.

A. Demographic and background information

1. Age:
2. Gender:

(a) Male
(b) Female
(c) Prefer not to say

3. Employment status:

(a) Student

(b) Employed full-time
(c) Employed part-time
(d) Retired

(e) Other

4. Primary device used in daily life:

(a) Smartphone mainly
(b) Computer mainly
(c) Both equally

5. Average daily digital use:

(a) Less than 2 h
(b) 2-4 h
(¢) More than 4 h

B. Digital literacy

Please indicate your level of agreement with each statement.

6. I am familiar with common digital communication tools, such as
email, text messaging, social media, and mobile applications.

7. 1 can usually identify suspicious links in emails, text messages,
or social media messages.

8. I know how to check whether an online message or website is
authentic.

9. I am confident in using official websites or apps to verify suspi-

cious information.

I understand the basic risks of sharing personal or financial

information online.

10.

C. Prior fraud exposure and scam-related harm

11. Have you previously encountered suspicious or potentially fraud-
ulent messages, such as phishing emails, suspicious payment re-
quests, impersonation attempts, fraudulent links, or scam-related
messages?

(a) Yes
(b) No

12. Through which channels have you encountered suspicious or

potentially fraudulent messages? Select all that apply.

(a) Email
(b) Text message or SMS
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(¢) Phone call

(d) Social media platform

(e) Mobile application notification

(f) Online shopping or delivery platform
(g) I have not encountered such messages

13. Have you previously been personally affected by a scam, such
as through financial loss, disclosure of personal information,
clicking a fraudulent link, or taking another action that led to
a negative consequence?

(a) Yes
(b) No

14. If yes, what type of consequence did you experience? Select all

that apply.

(a) Financial loss

(b) Disclosure of personal information

(c) Disclosure of account or login information

(d) Clicking a fraudulent link

(e) Continuing communication with a fraudulent sender
(f) Other negative consequence

(g) Not applicable

D. Risk perception

Please indicate your level of agreement with each statement.

15.
16.

Digital communication can involve serious fraud risks.

I may be vulnerable to online scams in everyday digital commu-
nication.

I believe digital fraud is a realistic threat in daily life.

I usually treat unexpected requests for money, personal informa-
tion, or account verification as potentially risky.

17.
18.

E. Confidence in detecting suspicious messages

Please indicate your level of agreement with each statement.

19. I am confident that I can distinguish legitimate messages from
fraudulent messages.

I am confident that I can decide whether a suspicious message
requires further verification.

I am confident that I can avoid unsafe actions, such as clicking

suspicious links or providing sensitive information.

20.

21.

Scoring and use in analysis

Digital literacy was calculated as the mean score of Items 6-10.
Risk perception was calculated as the mean score of Items 15-18.
Confidence in detecting suspicious messages was calculated as the mean
score of Items 19-21. Prior fraud exposure was coded from Item 11
as 1 = yes and 0 = no. Previous scam-related harm was coded from
Item 13 as 1 = yes and 0 = no. Background variables were summa-
rized descriptively and used to assess group comparability before the
intervention.

Data availability
Data will be made available on request. Requests for access should

be directed to Mr. Yicheng Sun, subject to ethical approval and data
protection requirements.
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