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 a b s t r a c t

Federated Learning (FL) enables collaborative model training across decentralized clients while keeping raw 
data local. However, existing privacy-preserving mechanisms, such as secure aggregation and differential privacy 
(DP), often introduce significant computational overhead or degrade model utility. To address this challenge, we 
propose FedDC, a lightweight FL framework that combines DP with chaos-based parameter scrambling. Unlike 
existing approaches that uniformly protect entire model updates, FedDC introduces selective and layer-aware 
protection for sensitive neural network parameters, enabling flexible privacy protection with minimal overhead. 
Extensive experiments on four image and text datasets show that FedDC effectively mitigates privacy leakage 
under both black-box and white-box attacks while maintaining competitive model accuracy and negligible com-
putational overhead.

1.  Introduction

The rapid advancement of artificial intelligence (AI) has significantly 
accelerated the progress of computer science, leading to widespread ap-
plications in natural language processing [1], computer vision [2], and 
network security [3]. Machine Learning (ML) is an analysis and pro-
cessing method that relies on large volumes of data, underscoring the 
pivotal role of data in driving ML performance. Traditionally, ML relies 
on centralized architectures, where locally stored data is transmitted 
to centralized servers for training. However, this paradigm raises crit-
ical privacy concerns, such as personal medical records [4,5], which 
become vulnerable to unauthorized access. Growing awareness of data 
protection has prompted regulations such as the General Data Protec-
tion Regulation (GDPR) [6], which imposes limitations on data sharing, 
necessitating innovative approaches to data privacy in ML tasks. Against 
this backdrop, Federated Learning (FL) has emerged as a pioneering 
framework that addresses privacy concerns by enabling decentralized 
entities to collaboratively train shared models without exchanging raw 
data [7,8]. In FL, participants locally train the model parameters and 
upload only model updates to a centralized server for aggregation. The 
server then distributes the aggregated global model back to the partici-
pants, allowing further local training. This iterative process ensures that 
private data is retained locally throughout the training process [9], en-
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hancing the appeal of FL in security-critical domains such as healthcare, 
blockchain applications, and the Internet of Things (IoT) [10–12].

Nevertheless, even with mitigated direct data exposure, FL remains 
vulnerable to privacy threats such as model leakage. Recent studies have 
demonstrated that adversaries can exploit model gradients to recover 
sensitive input data [13]. These attacks pose significant risks in multi-
party FL settings, where adversarial participants may compromise pri-
vacy by leveraging internal model parameters or shared gradients. To 
address these vulnerabilities, several categories of privacy-preserving 
techniques have been explored in FL. The most widely adopted ap-
proaches include differential privacy (DP) [14], secure aggregation 
(SA) [15], and homomorphic encryption (HE) [16]. DP introduces care-
fully calibrated noise into local updates to provide statistical privacy 
guarantees, while SA protects individual client updates by only reveal-
ing their aggregated results to the server. HE further enables computa-
tion over encrypted data without exposing plaintext model parameters. 
However, these methods often suffer from notable limitations. DP-based 
approaches typically degrade model accuracy under strong privacy con-
straints, while SA- and HE-based methods, or DP-hybrid encryption ap-
proaches [17], may introduce significant communication or computa-
tional overhead. Moreover, most existing approaches apply uniform pro-
tection to all model parameters, without accounting for the varying sen-
sitivities and structural roles of different neural network layers.
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\begin {equation}\tilde {f}(x) = f(x) + \text {Lap}\left (0, \frac {\Delta f}{\epsilon }\right ), \label {Xeqn3}\end {equation}
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\begin {equation}\label {Equa.4} x_{n+1} = \mu x_n (1 - x_n), \quad \mu \in (0, 4], \quad x_n \in (0, 1),\end {equation}
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Our contribution. Motivated by these challenges, we propose 
FedDC. This novel FL framework combines DP with chaos-based scram-
bling to enhance privacy protection while maintaining high model per-
formance and computational efficiency. Chaotic systems, characterized 
by extreme sensitivity to initial conditions and intrinsic dynamic com-
plexity, offer distinct advantages for scrambling. Small perturbations in 
initial states lead to vastly different system evolutions, and the unpre-
dictable, pseudo-random nature of chaotic maps renders protected data 
resistant to privacy leakage.

In FedDC, DP introduces controlled noise to mitigate gradient leak-
age, while chaotic scrambles selected model parameters through dy-
namic mappings, preventing the server from inferring sensitive client in-
formation. To comprehensively assess privacy resilience, we design two 
adversarial settings aligned with the FedDC workflow. In the black-box 
scenario, an attacker accesses the protected global model without the in-
verse scrambling key, simulating protected model leakage or misuse. In 
the white-box scenario, a stronger adversary is assumed to have access 
to the model architecture and the protected parameters uploaded across 
multiple rounds, and is aware of the use of the chaotic scrambling mech-
anism. Empirical results demonstrate that FedDC effectively mitigates 
both threats while maintaining model utility. Furthermore, FedDC sup-
ports selective layer scrambling, offering flexible trade-offs between pri-
vacy protection and computational efficiency. Overall, FedDC provides 
a dual-layer defense that combines noise-based guarantees with chaotic 
scrambling, where its key innovations lie in a coordinated dual-layer pri-
vacy design, a selective layer-wise protection strategy, and a lightweight 
alternative to scrambling, enabling a balanced trade-off among privacy, 
efficiency, and model utility.

Specifically, our main contributions are as follows:

• We propose FedDC, a lightweight privacy-preserving FL framework 
that jointly integrates differential privacy and chaos-based scram-
bling, providing a dual-layer protection mechanism against privacy 
leakage.

• We introduce a selective layer-wise protection strategy, which en-
ables adaptive scrambling of sensitive model components rather than 
uniformly protecting all parameters, thereby achieving a more flex-
ible trade-off between privacy and efficiency.

• We conduct extensive experiments under both black-box and white-
box adversarial settings, demonstrating that FedDC effectively miti-
gates privacy leakage while maintaining competitive model accuracy 
and low computational overhead.

2.  Background and related work

2.1.  Federated learning

FL was first proposed by Konečný et al. [18], offering a decentralized 
ML paradigm in which clients retain their local data and collaboratively 
train a shared model by transmitting only local updates. This design re-
duces the need for direct data sharing and has therefore been widely 
adopted in privacy-sensitive domains [7]. However, keeping raw data 
local does not fully eliminate privacy risks. In practice, shared gradi-
ents or model parameters may still leak sensitive information, enabling 
adversaries to infer client data or reconstruct inputs from intermediate 
training artifacts [19].

To mitigate such risks, prior privacy-preserving FL research has 
mainly followed three directions. The first direction is DP, which injects 
statistical noise into local updates to provide formal privacy guaran-
tees [20]. The second direction is SA, which prevents the server from ob-
serving individual client updates by only revealing their aggregate [21]. 
The third direction is HE, which allows aggregation or computation to 
be performed directly over encrypted updates without exposing plain-
text parameters [22,23]. In addition, hybrid approaches that combine 
DP with encryption mechanisms have been proposed to jointly leverage 
statistical and cryptographic protection. For example, ADPHE-FL [17] 

integrates adaptive DP with HE to provide dual-layer privacy protec-
tion. Furthermore, model fingerprinting and other parameter protection 
techniques have also been explored to reduce model leakage risks [24].

Although these directions have advanced privacy-preserving FL sig-
nificantly, they reflect different trade-offs. DP offers statistical privacy 
guarantees but often reduces model utility when strong privacy is re-
quired [25]. SA protects individual updates from server inspection, yet it 
introduces nontrivial protocol and communication overhead, especially 
in large-scale settings [15]. While HE-based methods provide strong con-
fidentiality guarantees by enabling computation over encrypted data, 
they typically incur significant computational and communication over-
head, making them less efficient in large-scale or resource-constrained 
federated learning scenarios [17,26]. Therefore, existing methods do not 
equally satisfy privacy, efficiency, and model performance. This mo-
tivates exploring lightweight hybrid protection mechanisms that can 
strengthen privacy while remaining practical for resource-constrained 
FL environments.

2.2.  Differential privacy

DP is a widely adopted technique for limiting the disclosure of sen-
sitive information by introducing carefully calibrated randomness into 
released outputs or model updates [27]. In FL, DP is commonly applied 
on the client side before transmission, so that uploaded updates reveal 
less information about any individual data record [28,29]. Because of 
its formal privacy interpretation, DP has become one of the most repre-
sentative defenses against privacy leakage and inference attacks in FL.

Geyer et al. [30] were among the earliest to study client-level DP in 
FL, showing that noisy local updates can significantly reduce the risk 
of privacy leakage. Choudhury et al. [31] further extended DP-based FL 
to healthcare settings by introducing local objective perturbation. De-
spite these advantages, prior studies consistently report a fundamental 
privacy and utility trade-off: stronger privacy typically requires more ag-
gressive noise injection, which can degrade convergence and final model 
accuracy [20,25,32]. This issue becomes particularly pronounced in het-
erogeneous FL settings, where local data are often non-IID, and client 
data volumes are limited.

For this reason, FedDC does not treat DP as a standalone defense. 
Instead, DP serves as one layer in a hybrid protection design. It pro-
vides statistical perturbation against inference from local updates, while 
chaos-based scrambling further reduces the usability of exposed model 
parameters. This combination is intended to alleviate the limitations 
of DP-only solutions by distributing the privacy burden across comple-
mentary protection mechanisms rather than relying exclusively on noise 
injection.

2.3.  Chaotic scrambling

Chaos theory describes the complex and highly sensitive behavior of 
nonlinear dynamical systems. Due to their sensitivity to initial condi-
tions, chaotic systems can generate pseudo-random sequences with low 
computational cost, making them attractive for lightweight protection 
mechanisms [33]. In particular, logistic maps are widely used in chaos-
based scrambling schemes because they can efficiently generate highly 
irregular sequences from a small number of parameters.

Recent studies have explored integrating chaotic mechanisms into 
distributed learning frameworks to provide lightweight privacy protec-
tion. For example, Arévalo et al. [34] combined chaotic maps with DP 
to protect distributed deep learning under incomplete and non-IID data. 
However, existing chaos-based FL approaches typically apply uniform 
transformations to model updates or protect the model as a whole, with-
out distinguishing the sensitivity of different neural network layers or 
considering flexible protection granularity.

Compared with these approaches, FedDC differs in three key aspects. 
First, unlike prior chaos-based FL methods that typically apply uniform 
transformations to the entire model update, FedDC introduces selective 
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chaos-based scrambling over sensitive model components. Second, in 
contrast to DP-only or loosely coupled hybrid approaches, FedDC inte-
grates chaotic scrambling with DP in a complementary manner, where 
DP mitigates statistical leakage while chaotic scrambling reduces the 
usability of exposed parameters. Third, compared with cryptographic 
approaches such as SA and HE, FedDC provides a lightweight protection 
mechanism with significantly lower computational overhead.

In summary, existing privacy-preserving FL approaches either rely 
on noise-based perturbations that may degrade utility or employ heavy 
cryptographic mechanisms that incur substantial overhead. Although 
chaotic scrambling has been explored, prior work typically applies uni-
form transformations and does not consider selective protection or its 
integration with DP. This gap motivates the design of FedDC, which 
combines lightweight chaotic scrambling with DP-based perturbation 
and introduces layer-aware protection for a more flexible privacy-utility 
trade-off.

3.  Preliminaries

3.1.  Federated learning

In this work, we follow the standard formulation where the global 
objective is to minimize a weighted sum of local objective functions 
across 𝐾 clients:

𝑚𝑖𝑛
𝑤

𝐹 (𝑤) =
𝐾
∑

𝑘=1

𝑛𝑘
𝑁

𝐹𝑘(𝑤), (1)

𝑤(𝑡+1)
𝑘 = 𝑤𝑡

𝑘 − 𝜂∇𝐹𝑘(𝑤), (2)

where 𝑁 is the total number of training samples across all clients, 𝑛𝑘 is 
the local dataset size of the 𝑘𝑡ℎ client, and 𝐹𝑘(𝑤) = 1

𝑛𝑘

∑

𝑖∈𝑑𝑘 𝑓𝑖(𝑤) repre-
sents the local objective on client 𝑘’s dataset 𝑑𝑘. 𝑓𝑖(𝑤) denotes the loss 
of model parameters 𝑤 on data point (𝑥𝑖, 𝑦𝑖). After local training, model 
updates are transmitted to the central server, which aggregates them 
by the FedAvg algorithm [35], which is a widely adopted aggregation 
strategy in FL by computing a weighted average of client updates, where 
the weight is proportional to the size of each client’s local dataset. The 
formal definition is:

𝑤𝑡 =
𝐾
∑

𝑘=1

𝑛𝑘
𝑁

𝑤𝑡
𝑘. (3)

Through iterative local updates and global aggregation, FL progressively 
refines the shared model without compromising local data privacy.

3.2. 𝜖-differential privacy

DP provides a rigorous framework for quantifying the privacy guar-
antees of algorithms that handle sensitive data. Considering that FL of-
ten assumes no trusted third party and that distributed DP imposes high 
computational costs [36], our scheme adopts local DP. The formal defi-
nition of 𝜖-DP is:
𝑃𝑟[𝑀(𝑥) ∈ 𝑆] ≤ 𝑒𝜀𝑃𝑟[𝑀(𝑥′) ∈ 𝑆], (4)

where 𝑥 and 𝑥′ are adjacent datasets differing in one element, 𝑀(⋅) is 
a randomized mechanism, 𝑆 is any subset of possible outputs, and 𝜖
is the privacy budget. A smaller 𝜖 implies stronger privacy guarantees, 
ensuring that the outputs are statistically indistinguishable even when 
one data point changes.

In practice, a common mechanism to achieve DP is the Laplace mech-
anism, which adds noise drawn from the Laplace distribution to the out-
put of the target function. Given a function 𝑓 with sensitivity Δ𝑓 , the 
perturbed output 𝑓 (𝑥) under the Laplace mechanism is defined as:

𝑓 (𝑥) = 𝑓 (𝑥) + Lap
(

0,
Δ𝑓
𝜖

)

, (5)

Fig. 1. Dynamics of the chaotic map across parameter 𝜇.

where Lap
(

0, Δ𝑓𝜖
)

 denotes a Laplace distribution centered at 0 with 
scale parameter Δ𝑓𝜖 . Δ𝑓 denotes the sensitivity, to signify the variation 
in the function’s output upon altering the input by a unit value. 𝜖 repre-
sents the privacy budget, which inversely correlates with data availabil-
ity. The smaller the 𝜖, the less data availability but the better privacy 
protection. In FedDC, the Laplace mechanism is selectively applied to 
model parameters after local training, forming a parameter-level local 
DP mechanism.

Due to the effectiveness of DP in obfuscating model parameters to 
defend against differential attacks, FedDC enables the selective intro-
duction of DP and the adjustment of the noise range according to the 
accuracy requirements. If the prioritization of model utility takes prece-
dence over the need for data privacy, it is feasible to either diminish the 
DP noise level or entirely forego the utilization of DP.

3.3.  Chaotic system

Chaos theory describes the deterministic yet highly sensitive behav-
ior of nonlinear dynamical systems. A widely studied chaotic map is the 
logistic map, mathematically defined as:
𝑥𝑛+1 = 𝜇𝑥𝑛(1 − 𝑥𝑛), 𝜇 ∈ (0, 4], 𝑥𝑛 ∈ (0, 1), (6)

where 𝜇 is the control parameter, 𝑥0 is the initial seed, and 𝑥𝑛 denotes 
the system state at iteration 𝑛.

Fig. 1 illustrates the principle of chaotic mapping. Depending on 
the value of 𝜇, the logistic map exhibits distinct dynamical behaviors. 
When 0 < 𝜇 < 1, the system rapidly converges to a zero steady state. As 
𝜇 increases into the range 1 < 𝜇 < 3, the system transitions into a pe-
riodic regime characterized by stable oscillations. Further increasing 𝜇
beyond 3 induces bifurcations, and when 3 < 𝜇 < 4, the system displays 
chaotic behavior, where small perturbations in the initial conditions re-
sult in vastly divergent trajectories. This progression from stability to 
chaos with increasing 𝜇 highlights the logistic map’s sensitivity to pa-
rameter variations and its suitability for generating pseudo-random se-
quences. Additionally, color intensity reflects the density of points at 
each 𝜇 value, indicating how frequently certain 𝑥 values occur. Darker 
regions correspond to higher densities, indicating stable attractors or 
common states that emerge under repeated iterations.

Leveraging the inherent unpredictability and low computational re-
quirements of chaotic maps, particularly logistic maps, enables efficient 
key generation or scrambling sequences. These properties are highly 
suitable for FL scenarios, where resource limitations and privacy re-
quirements converge.

4.  Methodology

In this section, we first explain the major symbols used in this 
scheme, as listed in Table 1, and then introduce the FedDC.
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Table 1 
Major symbols explanation.
 Symbols  Descriptions
𝑃𝑖, 𝑃 𝑠

𝑖  The 𝑖𝑡ℎ model parameter and its subsets
𝐷𝑠

𝑖  Noise distribution for every 𝑃 𝑠
𝑖

𝜇, 𝑥0  Control parameter and initial seed of the chaotic system
𝑀  Chaotic logistic mapping
𝑉𝑐  Convolutional layer in CNN model
𝐻𝑙  Fully connected layer in CNN model
𝑊𝑣  Self-attention layer in BERT model
𝜃  Protected parameters in convolutional layer
𝛾  Protected parameters in fully connected layer
𝐾  Kernel size
𝐿  Segment length for scrambling
𝑁𝑠  Number of subsets to be protected
𝐶  Chaotic random sequences for scrambling
𝐶𝑏𝑠  Batch size of 𝐶
𝑇𝑝  List of protected position
𝑇𝑥  List of synchronized seeds 𝑥(𝑠)0  for selected segments

Fig. 2. The overview of FedDC.

4.1.  FedDC

This section presents the design of the FedDC framework, which 
aims to provide lightweight privacy protection for FL while maintaining 
model utility and computational efficiency. FedDC adopts a hybrid pro-
tection strategy that combines DP with selective chaos-based parameter 
scrambling. This design enables flexible protection of sensitive model 
components while avoiding the high overhead associated with heavy-
weight cryptographic methods.

We assume a commonly used threat model in FL where the server 
and participating clients are honest-but-curious [37,38]. In this setting, 
all parties follow the training protocol correctly but may attempt to infer 
sensitive information from the data or model updates they observe. We 
assume no collusion between the server and clients or among clients, 
as the primary focus of this work is to mitigate information leakage 
from shared model parameters. To clarify the adversarial capabilities, 
we consider two representative attack scenarios.
Black-box adversary. The attacker can access the protected global 
model (e.g., through model leakage or interception) but does not possess 
the scrambling parameters. The attacker cannot inspect internal param-

eter structures and can only interact with the model through its out-
puts [38]. The objective is to exploit the model for prediction or to infer 
sensitive information without inverse scrambling.
White-box adversary. The attacker has access to the global model ar-
chitecture and the transmitted model parameters before inverse scram-
bling, representing a strong adversarial setting. Specifically, the attacker 
can observe the protected parameters exchanged between clients and 
the server and has full knowledge of the model structure and training 
procedure. Although the attacker does not possess the inverse scram-
bling key needed to recover the original parameter ordering, prior work 
has shown that model parameters and updates can still leak sensitive 
information [39]. In this setting, the attacker attempts to exploit ob-
servable parameters to infer sensitive patterns or approximate training 
data (e.g., model inversion), despite lacking direct access to plaintext 
parameters.

Under this threat model, FedDC focuses on reducing privacy leakage 
from shared parameters while preserving collaborative training effec-
tiveness. A key design choice is to aggregate model parameters rather 
than gradients, which reduces direct exposure of instance-level informa-
tion and improves robustness against inference attacks [40].

The architecture of FedDC, consisting of multiple clients and a cen-
tralized server, is illustrated in Fig. 2. FedDC establishes a TLS/SSL se-
cure communication channel for each client to ensure the integrity of 
transmitted data. During the Initialization (¬) phase, one client and the 
server collaboratively determine the round-wise chaotic control param-
eter used to synchronize scrambling patterns across participating clients. 
The synchronized segment-level seeds are then generated in each com-
munication round and shared among participating clients through the 
protocol, while remaining hidden from the server.

During Local Model Training (­), each client trains the model on 
its local dataset and updates the local model parameters. In the Ex-
tract Local Parameters (®) step, each client extracts parameters 𝑃𝑖 and 
applies the FedDC protection mechanism (¯) where Laplace noise is 
first injected to obtain perturbed parameters 𝑃 ∗

𝑖 , after which chaos-
based scrambling is applied to produce protected parameters 𝑃 𝑒𝑛𝑐

𝑖 . This 
privacy-preserving transformation is performed entirely on the client 
side before any communication with the server.

In the Upload Local Parameters (°) step, the protected parameters 
𝑃 𝑒𝑛𝑐
𝑖  are transmitted to the server. The server randomly samples 𝑚 clients 
and directly aggregates the protected parameters using the FedAvg al-
gorithm, without performing inverse scrambling. The updated global 
model is then distributed to all clients in the Broadcast Model Updates
(²) step. Finally, clients perform the corresponding de-scrambling op-
eration and update their local models using the received parameters in 
the Update Local Parameters (³) step.

4.2.  Differential privacy

In FedDC, a lightweight DP-based perturbation mechanism is applied 
on the client side before the scrambling process to mitigate informa-
tion leakage from local model updates. Specifically, each client perturbs 
its local model parameters by injecting calibrated noise. To control the 
magnitude of local updates, model parameters are first clipped within a 
predefined norm bound:

𝑃 𝑘+1
𝑖 =

𝑃 𝑘+1
𝑖

max
(

1,
‖𝑃 𝑘+1

𝑖 ‖2
𝐶

) , (7)

where 𝑃 𝑘+1
𝑖  denotes the local model parameters of client 𝑖 after the 

(𝑘 + 1)th communication round, 𝑃 𝑘+1
𝑖  represents the clipped parame-

ters, ‖ ⋅ ‖2 denotes the 𝓁2-norm, and 𝐶 is a predefined threshold that 
bounds the magnitude of updates. This clipping operation bounds the 
global sensitivity of the local update to Δ𝑓 = 𝐶. After clipping, noise 
is injected into the parameters as follows: 𝑃 𝑘+1

𝑖 = 𝑃 𝑘+1
𝑖 + 𝑛, where 𝑛 is 

sampled from a Laplace distribution: 𝑛 ∼ Laplace
(

0, 𝐶𝜖
)

, and 𝜖 controls 

Journal of Information Security and Applications 102 (2026) 104559 

4 



Y. Liao et al.

Fig. 3. The mechanism of generating parameter 𝜇.

the scale of the perturbation. A smaller 𝜖 results in stronger noise and 
higher privacy protection, while a larger 𝜖 preserves more model utility. 
This perturbation mechanism reduces information leakage by limiting 
the influence of local updates and introducing randomness into the pa-
rameter space. It serves as a lightweight local protection strategy that 
enhances resistance to inference attacks while maintaining model per-
formance. In FedDC, this perturbation acts as the first layer of defense by 
reducing statistical leakage from model updates. The subsequent chaos-
based scrambling further disrupts parameter structures, forming a com-
plementary dual-layer protection mechanism.

4.3.  Scrambling

In this section, we detail the chaos-based scrambling component of 
FedDC. We first introduce the chaos-based scrambling mechanism used 
to secure client model parameters before they are uploaded. Then, we 
analyze the computational complexity of this encryption scheme and 
examine the privacy-performance trade-offs it entails in FL.

4.3.1.  Scrambling mechanism
FedDC utilizes chaotic systems to generate deterministic yet pseudo-

random permutations for parameter scrambling. As delineated in 
Eq. (6), the critical parameters involved in the chaotic mapping process 
are 𝜇 and 𝑥0, which are set during the initialization phase. The collabo-
rative generation of 𝜇 ensures that the scrambling control parameter is 
jointly determined rather than controlled by a single party, improving 
robustness against unilateral manipulation. The detailed procedure for 
the initialization of the parameter 𝜇 is illustrated in Fig. 3.

In each communication round, the server and a randomly selected 
client independently generate chaotic parameters 𝜇1 and 𝜇2 within the 
interval [3.57, 4]. These values are converted into binary representations 
and combined through a bitwise XOR operation to produce the final con-
trol parameter 𝜇, as illustrated in Fig. 3. For each communication round, 
a set of synchronized seeds 𝑥(𝑠)0  is generated for the selected segments. 
To prevent fixed scrambling patterns, new round-wise seeds are used in 
different communication rounds, ensuring that the scrambling structure 
varies over time and reducing the risk of cross-round correlation attacks.

In FedDC, we apply the proposed scrambling mechanism to both Con-
volutional Neural Network (CNN) and Transformer-based models. The 
design of the selective layer protection mechanism is motivated by the 
observation that different layers encode information with different lev-
els of privacy sensitivity. Early layers generally capture low-level feature 
representations, while task-specific layers preserve more discriminative 
information that contributes directly to model prediction. As a result, 
exposing parameters from these structurally critical layers may provide 
more useful information for reconstruction or inference attacks.

Algorithm 1: ChaosEncrypt (Client-side, per round; DP first, 
then chaotic scrambling).
Input: 𝜇 (round-wise chaotic parameter), 𝜃 (DP-perturbed 

parameter vector), 𝑁𝑠 (number of segments), 𝐿 (segment 
length), 𝐶𝑏𝑠 (chaos batch size)

Output: 𝜃𝑒𝑛𝑐 , 𝑇𝑝 (segment starts), 𝑇𝑥 (list of 𝑥0), 𝐶 (chaos 
sequence), Π (scrambling)

1 Preconditions: ensure 𝑁𝑠 ⋅ 𝐿 ≤ |𝜃|.
2 Select 𝑁𝑠 start indices 𝑇𝑝 = {𝑝𝑠} (e.g., evenly spaced in 

[0, |𝜃| − 𝐿]);
3 Initialize 𝑇𝑥 = ∅, 𝐶 = ∅, Π = ∅;
4 𝜃𝑒𝑛𝑐 ← 𝜃;
5 for 𝑠 = 1 to 𝑁𝑠 do
6 Use the synchronized round-specific seed 𝑥(𝑠)0  for segment 𝑠; 

append to 𝑇𝑥;
7 Generate a chaos sequence 𝐶 (𝑠) of length 𝐿 using logistic 

map with (𝜇, 𝑥(𝑠)0 );
8 Compute a stable rank-scrambling 𝜋𝑠 ← argsort(𝐶 (𝑠))

(tie-break by index);
9 Save 𝐶 (𝑠) into 𝐶 and 𝜋𝑠 into Π;
10 Apply scrambling on window [𝑝𝑠 ∶ 𝑝𝑠 + 𝐿 − 1]:
11 𝜃𝑒𝑛𝑐[𝑝𝑠∶𝑝𝑠+𝐿−1]

← 𝜃𝑒𝑛𝑐[𝑝𝑠∶𝑝𝑠+𝐿−1]
[𝜋𝑠];

12 return 𝜃𝑒𝑛𝑐 , 𝑇𝑝, 𝑇𝑥, 𝐶, Π

Fig. 4. Example of chaotic segment selection and batch configuration.

Prior studies have shown that sensitive information can be recon-
structed from parameters of early network layers, even when only a 
small fraction of parameters is exposed [41,42]. Based on this obser-
vation, FedDC selects protection targets according to two criteria: (1) 
the contribution of a layer to feature representation and prediction, and 
(2) the potential privacy leakage risk associated with its parameters. 
Therefore, instead of uniformly protecting the entire model, FedDC fo-
cuses on scrambling parameters from sensitive layers, such as the first 
convolutional layer and fully connected layers in CNNs, and the value 
projection matrix in BERT. The same principle is applicable to different 
neural architectures. Although the specific layers vary between CNN-
based and Transformer-based models, the selection criterion remains 
consistent: protecting layers that contain highly informative represen-
tations while avoiding unnecessary overhead from full-model protec-
tion. Different layer combinations can provide different privacy-utility 
trade-offs. Protecting more layers generally increases the protection cov-
erage but introduces additional computation and communication over-
head. Therefore, FedDC adopts selective protection to balance privacy 
enhancement and model efficiency.

Algorithm 1 summarizes the client-side scrambling process. For each 
selected segment, FedDC generates a chaos sequence from (𝜇, 𝑥(𝑠)0 ), de-
rives a rank-based scrambling, and applies it to the corresponding pa-
rameter subset. Since the operation is applied independently to 𝑁𝑠 seg-
ments, the protection strength can be flexibly adjusted by varying 𝑁𝑠
and 𝐿. Fig. 4 illustrates how segment-level scrambling is applied to se-
lected parameter subsets. Given the segment length 𝐿, chaotic batch size 
𝐶𝑏𝑠, and selected positions 𝑇𝑝, only sensitive local regions are permuted 
while the remaining parameters remain unchanged. This selective de-
sign reduces computational overhead compared with full-parameter 
protection.
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Fig. 5. Inverse scrambling example for a subset. The original forward scram-
bling follows ¬ → ­, ­ → ®, ® → ¬. The reverse mapping restores: ­ → ¬, 
® → ­, ¬ → ®. This reordering is based on the same chaos sequence used for 
scrambling.

4.3.2.  Computational complexity and privacy-performance trade-off
To reduce computational overhead, FedDC adopts a per-segment 

scrambling strategy: each segment incurs a cost of 𝑂(𝐿 log𝐿) due to 
sorting, and the total runtime scales linearly with the number of se-
lected segments 𝑁𝑠. When needed, the same scrambling 𝜋𝑠 can be re-
constructed using (𝜇, 𝑥0, 𝐿) together with the recorded start positions 𝑇𝑝, 
enabling consistent inverse scrambling on the client side.

Unlike conventional heavyweight cryptography, this method pre-
serves the model update’s dimensional structure and remains compatible 
with FedAvg. Rather than providing full cryptographic confidentiality, 
the goal is to reduce the usability of exposed parameters by disrupt-
ing their structural alignment. By scrambling selected parameter sub-
sets, the process mitigates parameter-alignment attacks, cross-round tra-
jectory analysis, and reconstruction-oriented attacks such as model in-
version, while its tunable design allows a flexible privacy-performance 
trade-off through (𝑁𝑠, 𝐿).

4.3.3.  Application to CNN and transformer architectures
In CNNs, fully connected layers are denoted 𝐻𝑙. The same mecha-

nism is applied to the selected convolutional and fully connected layers. 
After generating the corresponding chaotic sequence from the round-
wise parameters, the selected parameter subsets are permuted according 
to the induced ranking and then uploaded as protected parameters.

For BERT, the scrambling target is the value projection matrix 𝑊𝑣 in 
the self-attention layer. In our implementation, FedDC supports variable 
scrambling depth, allowing the number of protected Transformer layers 
to be adjusted to achieve the desired privacy-efficiency balance. This 
layer-aware design further supports FedDC’s selective protection objec-
tive and avoids the unnecessary overhead of uniformly protecting the 
entire model.

4.4.  Inverse scrambling

Once the server has aggregated and broadcast a new global model, 
each client initiates the inverse scrambling phase to recover their local 
parameters. This process ensures that protected parameters, previously 
permuted using chaos-induced scrambling, can be accurately restored 
to their original order.

For layers denoted as 𝑉𝑐 , inverse scrambling requires the protected 
parameters 𝜃∗ along with the chaos parameters used during scram-
bling: the logistic map parameter 𝜇, the initial condition list 𝑇𝑥, the 
protected position list 𝑇𝑝, and the chaotic batch size 𝐶𝑏𝑠. Clients recon-
struct the chaos sequences using (𝜇, 𝑇𝑥) and apply the corresponding 
inverse scrambling to restore the original parameter ordering. This in-
version strategy is shown in Fig. 5, where a sample sequence undergoes 
forward scrambling using values including 0.6188, 0.8689, and 0.4196, 
and then reverse mapping is applied to restore the original configura-
tion.

For fully connected layers 𝐻𝑙 in CNNs and the value projection ma-
trix 𝑊𝑣 in BERT, a similar inverse scrambling process is applied. Clients 
regenerate the chaotic sequences using 𝜇 and the corresponding round-
wise seeds in 𝑇𝑥, reconstruct the original scrambling, and apply the in-
verse mappings to the received protected parameters.

To reduce computational cost, a binary search-based inverse map-
ping is employed, significantly lowering the overhead compared with 
naive sorting. For BERT’s value projection matrix 𝑊𝑣 ∈ ℝ768×768, both 
scrambling and inverse scrambling are performed per chaotic batch of 
16 columns. Once all protected subsets are restored, the model param-
eters recover their original ordering and can be directly used for sub-
sequent local training or inference. This client-side inverse scrambling 
design allows FedDC to remain compatible with standard server-side Fe-
dAvg while avoiding explicit plaintext recovery at the server. As a re-
sult, the server observes only protected parameters, whereas each client 
restores the original structural ordering locally after the model is broad-
cast.

4.5.  Security analysis

To evaluate the security of the proposed mechanism, we analyze its 
behavior from both structural and system-level perspectives under the 
defined threat model, including both black-box and white-box adversar-
ial scenarios. Rather than providing full cryptographic confidentiality, 
FedDC aims to reduce the usability of exposed model parameters by dis-
rupting their structural alignment, thereby increasing the difficulty of 
inference and reconstruction attacks.

To formally characterize this protection objective, we consider an ad-
versary  attempting to recover the original parameter structure from 
the observed scrambled parameters. Specifically, the scrambling pro-
cess is defined as a transformation 𝑊 ′ = 𝜋(𝑊 ), where 𝑊  is the orig-
inal parameter matrix and 𝜋 denotes the permutation operation over 
its elements. The adversary is assumed to observe uploaded model pa-
rameters and aggregated updates, but cannot access the corresponding 
scrambling configuration, including the chaotic control parameter 𝜇 and 
client-side seeds 𝑥(𝑠)0 . The objective of  is to recover the original map-
ping 𝜋 and reconstruct 𝑊 = 𝜋−1(𝑊 ′). At the element level, this corre-
sponds to 𝑊 ′

𝑖𝑗 = 𝑊𝜋(𝑖,𝑗), meaning that parameter values are preserved 
while their structural relationships are disrupted. This design focuses 
on breaking the correspondence between parameter positions and their 
semantic roles, rather than concealing values. Chaotic maps are derived 
from nonlinear dynamical systems, exhibit initial-value sensitivity and 
unpredictability, enabling the generation of pseudo-random sequences 
at low computational cost.

In contrast to standard random permutation strategies, which adopt 
independent client-side shuffling with no shared generation mechanism, 
the proposed chaotic perturbation introduces a keyed, synchronized 
transformation mechanism tailored for FL. However, random permuta-
tion lacks a unified deterministic structure across clients and the server, 
making consistent inverse mappings hard to implement for aggregation 
in federated optimization. Besides, a purely random permutation has no 
temporal or state-dependent evolution, so cross-round consistency can-
not be maintained without extra coordination. Furthermore, the chaotic 
mechanism derives from nonlinear dynamical systems with high sensi-
tivity to initial conditions, producing structured yet unpredictable trans-
formation trajectories. This design effectively defends against inference-
based reconstruction attacks under partial observation, while retaining 
invertibility via shared initialization parameters.

In each communication round, the chaotic control parameter 𝜇 is 
jointly generated by the server and a randomly selected client, pre-
venting any single party from independently determining the scram-
bling configuration, as neither the server nor any individual client has 
full knowledge of both the control parameter and the local seeds. The 
segment-level seeds 𝑥(𝑠)0  are generated on the client side and remain hid-
den from the server. Although consistent across clients within a round, 
these seeds are refreshed in each communication round, ensuring that 
scrambling patterns vary over time and reducing the risk of cross-round 
pattern inference. Under the honest-but-curious and non-colluding set-
ting considered in this work, adversaries can observe protected model 
parameters but cannot access the corresponding scrambling parameters 
prior to DP perturbation. In this context, disrupting parameter align-
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ment is sufficient to significantly reduce the effectiveness of parame-
ter inference and reconstruction attacks, as these attacks typically rely 
on consistent structural correspondence between model parameters and 
their semantic roles.

Compared with standard symmetric encryption schemes (e.g., 
AES [43] or ChaCha20 [44]), and lightweight cryptographic prim-
itives designed for resource-constrained environments (e.g., SIMON, 
SPECK [45]), chaotic scrambling does not aim to provide strong crypto-
graphic guarantees but instead offers a lightweight structural protection 
mechanism that preserves compatibility with direct aggregation. While 
both categories of cryptographic methods provide formal encryption-
based confidentiality, they are typically incompatible with direct pa-
rameter aggregation and often require additional mechanisms in FL set-
tings. In contrast, in FL scenarios where efficiency and scalability are 
critical, our design provides a practical balance between privacy protec-
tion and system overhead. From a combinatorial perspective, the large 
permutation space increases the difficulty of recovering the original pa-
rameter alignment when the scrambling configuration is unavailable. 
However, this observation is considered as an additional protection fac-
tor rather than a formal cryptographic security guarantee. At the system 
level, FedDC further strengthens protection by keeping all scrambling 
parameters local to each client. As a result, even if an adversary observes 
protected parameters across multiple rounds, the absence of consistent 
scrambling patterns and the lack of access to chaotic parameters pre-
vent reliable reconstruction of parameter alignment, as the scrambling 
patterns are independently regenerated in each round without shared 
global consistency that could be exploited across observations. Over-
all, the proposed mechanism provides a lightweight privacy protection 
strategy under the considered threat model, increasing the difficulty 
of structural parameter leakage while maintaining low computational 
overhead.

5.  Evaluation

This section presents the experimental setup, including datasets, 
models, and hyperparameters, followed by the evaluation of FedDC. We 
also explain the rationale behind DP parameter selection, evaluate the 
robustness of FedDC under both black-box and white-box attacks, and 
analyze the scrambling overhead and its influencing factors.

5.1.  Experiment setup

All experiments are conducted on a Windows server equipped with 
an Intel Core i7-9700 CPU, one Nvidia GeForce RTX 2080-Ti GPU, and 
four Nvidia GeForce RTX 3090-Ti GPUs.

Datasets. FedDC is evaluated on four datasets: MNIST, Fashion-
MNIST, CIFAR-10, and the Amazon Review (AR) dataset. For fair assess-
ment, the image datasets are partitioned into IID subsets across clients, 
while the AR dataset is split under a non-IID setting, simulating hetero-
geneous data distributions.

• MNIST: A handwritten digit recognition dataset comprising 60,000 
training and 10,000 test samples. Each sample is a 28×28 grayscale 
image (784 pixels), with pixel values in the range [0, 255].

• Fashion-MNIST: Similar in format to MNIST, this dataset contains 
grayscale images of 10 clothing categories. It includes 60,000 train-
ing and 10,000 test samples, each of size 28×28.

• CIFAR-10: A dataset consisting of 60,000 color images (32×32×3) 
across 10 categories. Of these, 50,000 are used for training and 
10,000 for testing.

• Amazon Review (AR): A text dataset containing 80,000 product re-
views annotated with ratings from 1 to 5. The test set includes 8000 
samples. To simulate non-IID conditions, each client is trained on a 
subset containing different rating distributions.
Models. We select models based on dataset complexity. For MNIST 

and Fashion-MNIST datasets, we adopt a standard CNN architecture, 

Table 2 
Final test accuracy and stability (Std. = Standard Deviation) 
of FedDC across benchmark datasets.
 Dataset  Rounds 𝝐  Accuracy (%)  Std. (%)

MNIST 100
 10  95.71  0.04
 60  98.76  0.06

Fashion-MNIST 100
 10  81.67  0.07
 60  85.44  0.02

CIFAR-10 100
 10  70.58  0.11
 60  74.23  0.11

Amazon Review 10
 10  86.97  0.02
 60  89.26  0.05

given their similar grayscale format and classification complexity. The 
CNN consists of three convolutional layers (each with 3×3 kernels), in-
terleaved with two max-pooling layers, followed by two FC layers com-
prising 64 and 10 units, respectively. For the more complex CIFAR-10 
dataset, which contains color images with richer visual features, we em-
ploy the ResNet-18 architecture. This model includes four groups of con-
volutional layers, each comprising two residual blocks, and is finalized 
by two FC layers. For the text-based AR dataset, we utilize a pre-trained 
BERT model as the backbone and append a dropout layer and a linear 
classification layer to handle the rating prediction task.

Hyperparameters. For the image datasets, we simulate an FL envi-
ronment with 100 clients in total. In each communication round, 10% 
of clients are randomly selected to participate in training, in a standard 
partial-participation setting. Unless otherwise specified, all clients share 
the same model architecture and training configuration. The number 
of communication rounds, denoted as 𝑅, is set to 100. For MNIST and 
Fashion-MNIST, the number of local epochs is 𝐸 = 5, the initial learn-
ing rate is 𝜂 = 0.01, the weight decay is 0.005, and the batch size is 
𝐵𝑆 = 16. For CIFAR-10, we use a smaller learning rate 𝜂 = 0.001 and 
a larger batch size 𝐵𝑆 = 32 to stabilize training on the more complex 
dataset, while keeping other settings consistent. For the AR dataset, we 
use a smaller-scale configuration with 10 clients, 𝑅 = 10, 𝐸 = 5, learn-
ing rate 𝜂 = 10−5, and batch size 𝐵𝑆 = 16, following common practice in 
text-based FL tasks. We adopt the Laplace mechanism to perturb model 
updates. Specifically, before aggregation, model updates are clipped to 
a fixed norm bound, and Laplace noise is added to each parameter to 
mitigate privacy leakage. The privacy budget is set to 𝜖 = 60, represent-
ing a moderate level of noise that balances privacy protection and model 
utility.

5.2.  Results

5.2.1.  Performance of FedDC
The performance of FedDC is evaluated across four benchmark 

datasets under DP budgets. As shown in Table 2, FedDC consistently 
achieves high accuracy while maintaining stable convergence. Under 
a relatively large privacy budget (𝜖 = 60), the model achieves around 
98% accuracy on MNIST, above 85% on Fashion-MNIST, and over 74% 
on CIFAR-10. When a stricter privacy constraint (𝜖 = 10) is applied, the 
accuracy decreases moderately (around 95% on MNIST), but remains 
competitive across all datasets. To further quantify training stability, we 
report the standard deviation (Std.) of test accuracy over the final com-
munication rounds. The consistently low Std. values indicate that FedDC
converges smoothly and maintains robust performance under varying 
privacy budgets.

To ensure a fair and representative evaluation, we compare FedDC
with several widely studied privacy-preserving FL methods covering dif-
ferent protection paradigms. Specifically, PE-DPFL [46] introduces a 
regularization term and local DP noise before client updates, while ALI-
DPFL [47] adopts adaptive local iterations to improve convergence un-
der resource constraints. We also include representative SA approaches, 
namely SecAgg [37] and Flamingo [23], which are widely used 
lightweight SA-based methods that protect model updates during trans-
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Table 3 
Average accuracy (%) over 5 runs on MNIST, Fashion-MNIST, 
and CIFAR-10 for different privacy-preserving FL methods.
 Method  MNIST  Fashion-MNIST  CIFAR-10
 standard FL  98.85  85.92  76.84
 standard FL with DP  98.53  83.07  74.06
 PE-DPFL (DP)  98.08  83.31  54.21
 ALI-DPFL (DP)  98.82  84.31  55.67
 SecAgg (SA)  98.54  84.90  75.44
 Flamingo (SA)  98.85  85.67  75.73
 BlindFL (HE)  98.70  –  77.00
 ADPHE-FL (DP+HE)  98.96  83.95  71.04
 FedDC (w/o DP)  98.83  85.52  74.71
 FedDC  98.76  85.44  74.23

mission while incurring minimal overhead. In addition, BlindFL [16] 
employs HE to secure model updates during aggregation. ADPHE-
FL [17] is a hybrid privacy-preserving FL framework that integrates 
adaptive DP with HE, employing a two-layer protection strategy to 
jointly ensure privacy. We consider an FL setting with 100 clients, where 
10% are randomly selected in each communication round. Additionally, 
we include standard FL and standard FL with DP as reference baselines 
to better illustrate the impact of privacy mechanisms. All methods are 
evaluated under the same model architecture and training configura-
tion.

As shown in Table 3, FedDC achieves a favorable balance between 
privacy protection and model utility across all datasets. Although it 
introduces a moderate drop in accuracy compared with standard FL 
(e.g., 74.23% vs. 76.84% on CIFAR-10), this trade-off is expected given 
the added protection mechanisms and remains competitive with ex-
isting privacy-preserving methods. Compared with DP-based methods, 
FedDC significantly improves performance, especially on more complex 
datasets. For example, on CIFAR-10, FedDC achieves 74.23%, substan-
tially outperforming PE-DPFL (54.21%) and ALI-DPFL (55.67%), indi-
cating that combining DP with complementary protection mechanisms 
effectively alleviates the utility degradation caused by noise injection. 
The relatively small performance gap between standard FL and stan-
dard FL with DP is due to the use of a moderate privacy budget, re-
flecting practical FL scenarios that prioritize utility. Compared with 
encryption-based approaches, including SA and HE methods, FedDC re-
mains competitive while additionally incorporating DP-based perturba-
tion. While Flamingo achieves slightly higher accuracy on CIFAR-10 
(75.73%) and BlindFL reaches 77.00%, these methods rely on stronger 
cryptographic protection. In contrast, FedDC provides a lightweight al-
ternative with lower overhead while maintaining comparable perfor-
mance. Compared with the hybrid baseline ADPHE-FL, FedDC demon-
strates better performance on CIFAR-10 (74.23% vs. 71.04%). We at-
tribute this improvement to the selective, layer-wise protection strategy 
employed by FedDC, which preserves the utility of less sensitive layers, 
unlike the uniform protection often used in hybrid schemes. Finally, the 
minimal gap between FedDC and its variant without DP (e.g., 74.23% 
vs. 74.71% on CIFAR-10) indicates that the introduced DP perturbation 
causes only negligible utility loss, confirming that the proposed dual-
layer mechanism effectively balances privacy and performance.

5.2.2.  Impact of privacy budget on model performance
The privacy budget 𝜖 in DP controls the trade-off between privacy 

protection and model utility. A larger privacy budget (e.g., 𝜖 = 60) pro-
vides weaker formal privacy guarantees but allows the model to main-
tain stable convergence and high accuracy. Such settings are commonly 
adopted in practical FL scenarios where stronger privacy guarantees are 
relaxed in favor of improved utility and system performance.

To provide a more comprehensive evaluation, we further investi-
gate the behavior of FedDC under a wide range of privacy budgets, 
with 𝜖 ∈ {5, 10, 20, 40, 60, 80}. As 𝜖 decreases, stronger noise injection 
leads to a gradual degradation in model accuracy, reflecting the ex-

Fig. 6. The influence of privacy budget on model performance (MNIST dataset).

pected privacy-utility trade-off. Notably, even under stringent privacy 
settings such as 𝜖 = 5 and 𝜖 = 10, FedDC consistently maintains over 
90% accuracy on MNIST, highlighting its ability to preserve utility un-
der strong privacy constraints. For larger privacy budgets (𝜖 ≥ 20), we 
further analyze the training dynamics across communication rounds, as 
illustrated in Fig. 6. The results show that model performance improves 
with increasing 𝜖 due to reduced noise magnitude, while convergence re-
mains stable across all settings. In particular, performance gains become 
marginal when 𝜖 ≥ 60, indicating diminishing returns under weaker pri-
vacy constraints.

Overall, these results demonstrate a clear and consistent privacy-
utility trade-off, and confirm that FedDC maintains stable convergence 
and effective performance across a wide range of privacy budgets.

5.2.3.  Protected model exposure evaluation
To evaluate the resilience of FedDC under the defined threat model, 

we simulate two practical adversarial scenarios. First, we conduct black-
box inference attacks, assuming the attacker obtains access to the pro-
tected model but lacks the inverse scrambling key. Second, we explore 
white-box model inversion attacks under inverse scrambling access, 
where the adversary can inspect the inverse scrambling model parame-
ters.

Black-box Attack. Under the defined threat model, we evaluate a 
black-box adversary scenario in which an adversary has obtained a copy 
of the protected global model, either by intercepting communication 
between clients and the server or by unauthorized access to the model 
stored on the server. Without knowledge of the inverse scrambling key, 
the attacker cannot interpret the internal parameters of the model. How-
ever, they can still attempt to use it directly as a prediction engine. 
This simulates a realistic threat where protected models are misused for 
membership inference or data leakage without inverse scrambling. The 
effectiveness of the scrambling scheme is demonstrated by varying the 
number and types of scrambled layers. Specifically, Table 4 presents the 
accuracy achieved by adversaries across different configurations, includ-
ing encrypting only the convolutional layer, only the FC layers, or both. 
For instance, on MNIST and Fashion-MNIST, encrypting either the con-
volutional layer or the two FC layers leads to accuracy close to random 
guessing (9-12%), effectively neutralizing the stolen model’s utility. This 
result confirms the security provided by the FedDC scheme even when 
only one type of layer is protected. However, in the CIFAR-10 setting, 
encrypting the convolutional layer alone yields a notably higher accu-
racy (50.95%), indicating partial model usability. This is attributed to 
the architectural complexity of ResNet18, whose deeper layers can still 
extract meaningful features despite the first layer being protected. When 
both the convolutional and FC layers are protected, the accuracy drops 
back to 10.14%, confirming that multi-layer scrambling is essential for 
defending against model misuse in deep architectures.

Interestingly, among the three datasets, encrypting only the FC lay-
ers results in even lower attack performance compared to encrypting 
both convolutional and FC layers. This phenomenon may be attributed 
to the shallow nature of the CNN architectures used for these datasets 
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Table 4 
Black-box attack results under different encryption settings. Accuracy and F1-score are averaged over 10 attack 
runs and reported with standard deviation.
 Dataset  Convolutional Layer  Fully Connected Layer  Accuracy (% ± std)  F1-score (% ± std)

MNIST
 –  FC Layer 0&1  9.70 ± 0.14  9.80 ± 0.45
 Conv Layer 0  –  12.58 ± 0.23  12.40 ± 0.39
 Conv Layer 0  FC Layer 0&1  10.35 ± 0.18  10.20 ± 0.41

Fashion-MNIST
 –  FC Layer 0&1  9.98 ± 0.17  9.60 ± 0.42
 Conv Layer 0  –  11.54 ± 0.20  11.50 ± 0.44
 Conv Layer 0  FC Layer 0&1  10.37 ± 0.16  10.10 ± 0.38

CIFAR-10
 –  FC Layer 0&1  10.03 ± 0.12  9.90 ± 0.40
 Conv Layer 0  –  50.95 ± 0.29  49.90 ± 0.52
 Conv Layer 0  FC Layer 0&1  10.14 ± 0.14  10.30 ± 0.41

 AR (1 layer protected)  –  –  13.99 ± 0.26  13.00 ± 0.48
 AR (2 layers protected)  –  –  5.54 ± 0.19  5.10 ± 0.37
 AR (3 layers protected)  –  –  3.34 ± 0.15  3.20 ± 0.29

(e.g., 1-2 conv layers followed by fully connected ones). In such cases, 
the majority of discriminative power lies in the FC layers, while the 
initial conv layer primarily serves for basic feature extraction. There-
fore, encrypting only the FC layers may already destroy the majority 
of the model’s utility for the adversary. In contrast, when both layers 
are protected, slight numerical noise or interaction between scrambling 
layers may still result in limited residual patterns being exploitable by 
the attacker. However, this gap is negligible and still within the range 
of random guessing, confirming the robustness of our method.

Furthermore, while encrypting only the FC layers may already 
achieve strong defense in black-box attacks, it potentially exposes the 
model to stronger white-box threats. For instance, if the adversary ob-
tains access to the protected FC layer parameters, they may attempt 
to brute-force the scrambling key by exhaustive search, especially if the 
scrambling key space is limited. However, when both convolutional and 
FC layers are jointly protected, the adversary cannot easily isolate the 
FC layer’s transformations, nor infer the specific scrambling subset size 
used by FedDC. This additional complexity significantly increases the 
brute-force cost and ambiguity, thereby providing an extra layer of secu-
rity. Although such attacks fall beyond the black-box setting considered 
in this work, this highlights the proactive design of FedDC to mitigate 
potential future threats even in stronger threat models.

For the AR dataset, which uses a transformer-based architecture, we 
explore the effect of encrypting 1 to 3 layers. The results show a clear 
downward trend, with one protected layer, the model’s accuracy and 
F1-score drop to 13.99% and 13.00%, respectively. With two layers, 
these drop to 5.54% and 5.10%, and with three layers, to 3.34% and 
3.20%. The inclusion of standard deviations confirms that the perfor-
mance degradation is consistent across repeated attack attempts, indi-
cating the robustness of FedDC’s protection under varying conditions.

In summary, encrypting both convolutional and FC layers in FedDC
provides strong protection against the adversarial attacks, rendering 
stolen models ineffective in practice. The low standard deviation across 
trials further demonstrates the robustness and consistency of the de-
fense.

White-box Attack. Under the defined threat model, we evaluate a 
white-box adversary scenario to assess the resilience of FedDC against 
model inversion attacks. In this setting, the adversary obtains access to 
the protected model parameters and the model architecture, but does 
not possess the inverse scrambling key. This reflects a realistic scenario 
where model updates are intercepted during transmission or leaked 
from storage in protected form. Following the methodology from Melis 
et al. [38], we implement an input reconstruction attack, where the ad-
versary generates random input and iteratively updates it via gradient 
descent to minimize the model’s prediction error for a chosen class. 
Since the attacker operates on protected and perturbed parameters, the 
reconstruction process is significantly disrupted, making it difficult to 
recover meaningful input.

To quantify the success of the reconstruction attack, we adopt the 
Mean Absolute Error (MAE) between the reconstructed input 𝑥̃ and the 

Table 5 
Model inversion results under white-box access: MAE (lower is better). 
Compared over 10 runs.
 Framework  MNIST  Fashion-MNIST  CIFAR-10
 standard FL  0.03 ± 0.01  0.02 ± 0.01  0.62 ± 0.05
 standard FL with DP  0.14 ± 0.03  0.36 ± 0.04  1.42 ± 0.10
 FedDC (w/o DP)  1.92 ± 0.06  0.57 ± 0.02  9.14 ± 0.21
 FedDC  2.39 ± 0.18  0.68 ± 0.04  9.93 ± 0.64

original input 𝑥. While prior work often uses Mean Squared Error (MSE), 
MAE provides a more robust measure that is less sensitive to outliers 
[48]. The MAE is formally defined as: 

MAE = 1
𝑛

𝑛
∑

𝑖=1
|𝑥𝑖 − 𝑥̃𝑖|, (8)

where 𝑛 denotes the number of pixels per image. Lower MAE indicates 
a more successful inversion. Table 5 compares the MAE values under a 
standard FL framework (without chaotic scrambling or DP) and under 
FedDC, across three image datasets.

Table 5 presents inversion attack results under four settings: (1) stan-
dard FL, (2) standard FL with DP, (3) FedDC without DP, and (4) full 
FedDC. The results show a clear and consistent increase in MAE across 
all datasets as more protection mechanisms are introduced. For example, 
on MNIST, the MAE increases from 0.03 under standard FL to 1.92 with 
FedDC (without DP) and further to 2.39 with full FedDC, demonstrat-
ing substantial degradation in reconstruction quality. A similar trend 
is observed on CIFAR-10, where the MAE rises from 0.62 to 9.14 and 
9.93, respectively. The larger MAE values on CIFAR-10 are expected due 
to its higher data complexity, which makes inversion inherently more 
challenging.

Comparing FedDC with its variant without DP reveals that chaotic 
scrambling alone already provides strong protection by disrupting the 
structural correspondence between parameters and their semantic roles, 
which is critical for inversion-based reconstruction. The addition of DP 
further increases uncertainty in parameter values, leading to additional 
degradation in attack effectiveness. This confirms that the proposed 
dual-layer design provides complementary protection beyond a single 
mechanism. The reported standard deviations across 10 runs remain 
small across all settings, indicating stable, consistent behavior.

Notably, we exclude AR text data from inversion analysis due to its 
discrete nature and poor attack convergence in preliminary trials. This 
suggests that inversion attacks are more applicable to vision tasks, while 
FedDC still provides meaningful robustness under white-box access.

5.2.4.  Time overhead and efficiency
To evaluate the time efficiency of the proposed FedDC framework, 

we conducted a detailed analysis of the scrambling pipeline across dif-
ferent datasets and model complexities. Specifically, we decomposed 
the total processing time into four components: chaotic system initial-
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Fig. 7. Computation overhead analysis of FedDC across different datasets.

ization, scrambling, inverse scrambling, and idle time (e.g., waiting for 
model aggregation or communication latency). The results are shown in 
Fig. 7. In all cases, the parameters of the initial convolutional layer and 
FC layers are selected for scrambling. The measured idle time is negli-
gible compared with the overall processing time and thus omitted from 
the analysis.

For the MNIST dataset, initialization of the chaotic system consumed 
an average of 3 𝜇𝑠, scrambling required 26 𝑚𝑠, and inverse scrambling 
took 44.7 𝑚𝑠. Similarly, in Fashion-MNIST, the times are 2 𝜇𝑠, 26 𝑚𝑠, and 
43.5 𝑚𝑠, respectively. In CIFAR-10, due to increased model complexity, 
the initialization cost rose slightly to 4 𝜇𝑠, while scrambling and inverse 
scrambling times are 21.9 𝑚𝑠 and 25.9 𝑚𝑠. These results illustrate that 
even with protected layers, FedDC imposes a marginal temporal burden. 
Notably, we observed that scrambling and inverse scrambling together 
contributed less than 2.3% of the total round time in all CNN-based 
datasets.

This overhead is further influenced by layer-wise differences. For in-
stance, in the convolutional layer 𝑉 (1)

𝑐 , the scrambling batch size is set 
to six, while in 𝐻𝑙 (the FC layer), the entire parameter vector is pro-
tected. The discrepancy in parameter volume led to consistently shorter 
processing times for 𝑉 (1)

𝑐  compared to 𝐻𝑙. Furthermore, inverse scram-
bling is invariably more time-consuming than scrambling due to the 
use of binary matching during inverse mapping, resulting in a logarith-
mic time complexity of 𝑂(log 𝑛). In CIFAR-10, the inverse scrambling 
time of 𝐻𝑙 exceeded its scrambling time by approximately 85%, indi-
cating this asymmetry. When deploying FedDC on complex architec-
tures such as BERT, we evaluated the scrambling and inverse scram-
bling costs over the parameters of three self-attention layers on the AR 
dataset. The results showed scrambling and inverse scrambling times of 
0.16 𝑠 and 0.79 𝑠, respectively. The weight matrix dimensions in BERT 
([768, 768]) led to 48 protected batches (each with 16 elements). De-
spite the larger parameter space than CNNs, the overall overhead re-
mained acceptable, accounting for under 5% of the total training time 
per round, demonstrating the scalability of FedDC on transformer-based
models.

To investigate the tunability of scrambling overhead, we measured 
the influence of the number of protected batches in 𝑉𝑐 on runtime. As 
shown in Fig. 8, we varied the protected batch count from 0 to 16 on the 
MNIST dataset. Scrambling time remained nearly constant regardless of 
the number of batches. This is because our chaotic encoding algorithm 
is computationally lightweight, operating independently per batch with 
no cross-batch dependencies. Each batch undergoes a fixed-cost permu-
tation based on a deterministic chaotic sequence, leading to a per-batch 
complexity of (1), and thus an overall scrambling complexity of (𝑛)
with a tiny constant. In practice, this results in a flat scrambling curve 
as the batch count increases. Furthermore, the inherently parallel na-

Fig. 8. Scrambling and inverse scrambling time with varying numbers of pro-
tected batches in layer 𝑉𝑐 (MNIST).

ture of per-batch scrambling enables efficient utilization of hardware-
level parallelism, such as multi-threaded CPU or GPU execution. This 
amortizes the computational cost across cores, resulting in a nearly con-
stant scrambling time regardless of the number of protected batches. In 
contrast, inverse scrambling time increased approximately linearly with 
the number of protected batches. This is attributed to the chaotic index 
recovery mechanism, where each data point must locate its correct po-
sition within the shuffled index space. Assuming a binary search over 
a sorted key space, the per-index recovery cost is (log𝑚), where 𝑚 is 
the size of the index table for one batch. As the number of protected 
batches grows, the total number of lookups increases linearly, resulting 
in an overall inverse scrambling complexity of (𝑘 log𝑚), where 𝑘 is the 
number of protected data points. This leads to a roughly linear runtime 
trend with respect to the number of protected batches. Nevertheless, 
when all 16 batches are protected, the inverse scrambling latency re-
mained below 60 𝑚𝑠, confirming that our approach is highly efficient 
and practical for real-world deployments.

In summary, the experimental results confirm that the time over-
head of FedDC is both small and predictable. Across CNNs and BERT, 
scrambling and inverse scrambling operations account for only a small 
fraction of each round’s training time. Moreover, the overhead scales 
roughly linearly with model complexity, ensuring the system’s ap-
plicability to real-world scenarios. This validates FedDC as a low-
overhead yet secure solution suitable for FL in both image and text
domains.

6.  Conclusion

This paper discusses the limitations of traditional scrambling meth-
ods in balancing security and model utility. To mitigate these issues, we 
propose FedDC, a novel privacy-preserving FL framework that integrates 
DP with a chaos-based scrambling mechanism. Leveraging the sensitiv-
ity to initial conditions and pseudo-randomness of chaotic systems, our 
method effectively permutes local model parameters before aggregation, 
thereby reducing the risk of parameter leakage. We evaluate FedDC on 
image and text datasets, demonstrating that FedDC achieves competi-
tive accuracy while providing strong robustness against both black-box 
and white-box privacy attacks. Furthermore, we show that the added 
scrambling incurs minimal computational overhead, and we analyze its 
sources and implications in detail. These results indicate that FedDC of-
fers a favorable trade-off between privacy, performance, and efficiency.

In summary, FedDC contributes a practical and effective solution for 
privacy-preserving FL, aligning with the growing demand for secure, ef-
ficient, and trustworthy intelligent systems. Future work may explore 
the application of FedDC in more adversarial settings, involving mali-
cious clients, model poisoning, and evaluation under additional threat 
models.
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